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1. [Configuration] > [ZTP] - [Add ZTP Template] %"')v%

JUﬁ”:’er Devices Users Configuration Settings Support Juniper_Demo v
p—
Bulk Updates Software Distribution Software Library l TP l Security Policy Templates
—
ITP Devices

ZTP Devices requires a ZTP Template, please create one first.

ITP Templates
No ZTP Templates found.
Add ZTP Template
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ZTP 7oL —brD1ERK
2. 72 I —HEREE LR BREEAS

/ Mame | ZTP template I
Description A description of your ternplate

TUTL—h4 )
/‘Aumnrized by [-. D '

ﬂ =%]\ rCUnﬁg <device gming="http #junipernetézerotouch-hootstrap-serer’=
A <unique-id={{ serial }}</unique-id=
=configuration:

<config=
: ~ 7\\ <configurations
7 . <groups
/ /r <namessky-gnt gtpinames
<system:
\‘ <gyglogs
% <file>
yslag-event-daeman-info</name:
3. [Create ZTP Template] #%5') v L TE& &% Bt

4. [Configuration] > [ZTP] [E/EI<
ERLI=T VT L—bARTR \ J

Cancel

Create ZTP Template
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1. [Devices] > [Devices] - [Add Devices] &%')v%

JUﬂIPEI‘ Devices Users Configuration
——
G—
l Devices lSltes Tools Topaology Alarms
——

Get started

Add Devices

Settings Support

Add Users

Juniper_Demo

*
Add Devices
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3. [Create Device] #2')voI L TEEk

Add Device

Mame

SR_300

\

Category

firewall

N

Description (optional)

Create ZTP Device?

¥ l

N

Device Serial

CWOOO0AF 1111

N

ITP Temmplate

TP _template

“ariables

AN

hostnare: TOC device

srx_lan_ip: 192.168.1.1
lan_net_masklen: 24

ITP requires devices with the following minimurm versions:
« SR firewall: 15.1%49-0110 or above
= NFX:15.1%53-D47 or above
« Ex Switch: 18.2 or ahove

Cancel Create DeVICe
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ZTP T/INA ADE 8%

4, TINA AN BEFINT-CEEHER
[Configuration] > [ZTP] &9y I L TE T /N1 REHEE

(Authorization: required, pending device connection)

Bulk Updates

Action

JUﬂIE_E_‘[ Devices Users Configuration Settings

Software Distribution Software Library ZTP

ITP Devices

Marme

Support

Security Policy Templates

ZTP Template Serial

Juniper_Demo v

+ Add ZTP Device @ o.0p

AUthorization State

v

SRX-300 juniper_demo-CW0000AF1111

ZTP_template CVODODAF1111

required, pending device connection start
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ZTP TINA ZADAEE
T I\ RH SKy Enterprise [2SNT 5 EEKE

1. ZTP TNARKYERBERINThHON - LT RERR
[Configuration] > [ZTP] &%')»%-L T Authorization A\ required [ZEH 1= &E R

JuniPper Devices Users Configuration Settings Support Juniper_Demeo v

Bulk Updates Software Distribution Software Library ZTP Security Policy Templates
ITP Devices + AddZTPDevice | @) ooy
Action Narme ZTP Template Serial Autharization State
¥  SRX_300-juniper_demo-CV3316AF1142 ZTP_template CVO000AF1111 required entitle

Show Device Configuration
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ZTP TINA RADAEEE
2. [Action] 27 &Y [Authorize] Z:&IRLTH)wH

_-%0); ng

Juniper

Devices Users

Bulk Updates

ITP Devices

Delete

Clear ZTP State

Configuration

Software Distribution

Software Library

Settings

£TP

Support

Security Policy Templates

Serial

CVODDDAF1111

Juniper_Demo

+ Add ZTP Device | @) .o
Authorization State

required entitle

3. Authorization M\ &2 E .

BITIDORRICEE
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® BEEEDRRELT
ZTP TINARDKER

3. TINARANEEARE LT o= LT MERR
[Devices] > [Devices] #%')v%- L T Status A Online [CHE>TLVAZ EXFERR

Juniper

Devices Users Configuration Settings Support
——

Devices l Sites Tools Topology Alarms

Action Hosti{hostname)

¥ SRX_300 (TOC_device)

focel

+ Add Device

o, srx300

Display Options ¥ X, Download
Description/IP address

+ Set Tags

Juniper_Demo v

& Search
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Appendix : ZTP 7> 7FL—Fk

ZTP T 7L —Mjl
VITUTL—MMI XML R TERBLET
v' Sky Enterprise TEE AL T ARELZETOWLENHYFET

VIBBRERDNTA—RIERERANSIET TNARERFFICERENAIRETT
(KRB TIERARE E LAN IP)

<device xmIns="http://juniper.net/zerotouch-bootstrap-server">
<unique-id>{{ serial }}</unique-id>
<configuration>
<config>
<configuration operation="merge">
<system>
<autoinstallation delete="delete"/>
( <host-name>{{ hostname }}</host-name> | ( RRAN )
<root-authentication>
<encrypted-password>$6$vhTDT$bOpl9bBg5MKKW C1jY 7siczd4fEMf4/xjUy.JvgXE9ZOsl.ES5xdwquwEAVKKW . Xap101hBhKgcOwAscH/g8pzll</encrypted-password>
</root-authentication>
<name-server>
<name>8.8.8.8</name>
</name-server>
<name-server>
<name>8.8.4.4</name>
</name-server>

© 2018 Juniper Networks JUﬂ Per

NETWORKS ‘

12



Appendix : ZTP 7> 7FL—Fk

ZTP T 7L —Mjl (Sky Enterprise EDIERREETE)

<login>
<user>
<name>{{ ztp_username }}</name>
<class>super-user</class>

<authentication>
<encrypted-password>{{ ztp_password }}</encrypted-password>
</authentication>
</user>
</login>
<services>
<dhcp-local-server delete="delete"/>
<ssh>
<protocol-version>v2</protocol-version>
</ssh>
<netconf>
<ssh>
</ssh>
</netconf>
<outbound-ssh>
<client>

<name>skyent-ncd01</name>
<device-id>{{ ztp_host_id }}</device-id>
<secret>{{ ztp_secret }}</secret>
<keep-alive>
<retry>3</retry>
<timeout>5</timeout>
</keep-alive>
<services>netconf</services>

<servers>
<name>skyent-ncd01.juniper.net</name>
<port>4087</port>
<retry>1000</retry>
<timeout>60</timeout>
</servers>
</client>
<client>
<name>skyent-ncd02</name>
<device-id>{{ ztp_host_id }}</device-id>
<secret>{{ ztp_secret }}</secret>
<keep-alive>
<retry>3</retry>
<timeout>5</timeout>
</keep-alive>
<services>netconf</services>
<servers>
<name>skyent-ncd02.juniper.net</name>
<port>4087</port>
<retry>1000</retry>
<timeout>60</timeout>
</servers>
</client>
</outbound-ssh>
<web-management>
<https>
<system-generated-certificate/>
</https>
</web-management>

</services>
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Appendix : ZTP 7> 7FL—Fk

ZTP 7T —M il (A2 37— REXE)

<interfaces> 4 <interface> A
<interface delete="delete"> <name>irb</name>
<name>irb</name> <unit>
</interface> <name>0</name>
<interface delete="delete"> . <family>
<name>ge-0/0/0</name> =[5 <inet>
</interface> <address>
<interface> <name>{{ srx_lan_ip }/{{ lan_net_masklen }}</name> LAN IP
<name>ge-0/0/0</name> </address>
<unit> </inet>
<name>0</name> </family>
<family> [ - o </unit>
<inet> X E L merge Shd1=6. L5 \_</interface> Y,

<dhcp-client>

H B Configuration MSZEE

</interfaces>

</dhcp-client> e . <vlans>
</inet> ¥ 555 —EHRIFRL. 1840 <vlan>
</family> <name>vlan-trust</name>
</unit> <vlan-id>3</vlan-id>
<[interface> <I3-interface>irb.0</I3-interface>
</vlan>
</vlans>
</configuration>
</config>
</configuration>
</device>
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