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T A A— (SKY ENTERPRISE)

BEOEERKIESGHLE THEI MO AR,

JUﬂIPer Home Services Users Configuration Settings Support
Sites Tenants || T To ams @@
7ZhUDA CenteLMap Total Devices (Online/Offline): 3
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FHARDRINT =L AT I EBHIRT

Sites || Devices | Tenants | Tools | Topology | Alarms@@l) | Mist WiFi APs

se_room-1/5c:5b:35:1e:68:ba

Connections (] Information

EX2300_Mist-demo-jnprhiromit: ge-0/0/1
se_room-1/5c:5b:35:1e:68:ba:

@ trainingroom-1/ 5¢:5b:35:1e:6d:c4 (Hover/Click on a node or link to display

detailed information)
[B] s Firzwal Link
[ Switch Link

[0 e NFXLinke
[Z] s Unmanaged Host

W206 / 00:21:59:c7:6f.c0

340_Mist-demo-jnprhiromit se_foom-2/5

300_Mist-demo-jnprhiromit

-
Filter data on sites

I |
Mist DemofR v I
! J

. EX2300_Mist-demo-jnprhiromit
® trainingroom-2 / 5¢:5b

Type: switch
IP Address: 122.208.14.162
Alarms: o

se_room-3 / 5c:5b:35:1e:69:9b

HP ProCurve Switch 2650 / 00:11:85:31:d7-:00

LLDP Connections:
meQ v
ge-0/0/0 v

ge-0/0/1 v

WA EDLANKER
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BEHARDRINT—=IL AT I BHIRT

All Tenants

& Administrator ?

Sites / Site Management / Create Site

Create Site

GENERAL TOPOLOGY cancel save “

SN + Add Devices EX 150 Change device X
=1

General Configuration Port Mapping
B MPLS & Internet
WAN Link WAN_0 WAN Link WAN_1 RJ-45 Ports SFP Ports SFP+ Ports
\‘\ .4
a8 = = = o

&
e = B R

Port Role
£e-0/0/0 Voice
£ge-0/011 VoIp
ge-0/0/2 Access Point
ge-0/0/3 Access Point
ge-0/0/4 Access Point
ge-0/0/5 Printer
£e-0/0/6 Printer
ge-0/0/7 PoE

ge-0/0/8 Management

© 2019 Juniper Networks Juniper Public JUﬂ Per

NETWORKS



EXE R EAF R DARRE&MEIR

CLITOETEIZRTILANE

GUITODEREIZ1IDDETFEE RS E D=0
[CHEBDAZ1—%5LTRITI2UNLELHD

HELEWLEBAGUIIZEESIN TV

FITINFIIITh DT HMNEX

RELZEERDOLAR—MERA EE

RS Juniper
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A—RT—RA#1
£ ML S IZSecure-web-proxyDHEEEZF B ML TO365D 5749y 0EO—hHILTL—I T ORSE S
E7) 9 —bDIER

WEEE BhAL) WEEE (BA2)

BEOTOXSH—/1\DOT7FLR 192.168.1.100 BEOTOXSH—N\DOTRLR 192.168.2.100

BEOTOX Y —n\OR—+ES 8080 BEOTOXH—N\OR—+ES 8080
ITL—ITF7 I DR ELZTT)r—3> office365-grp IL—I7obOXREERDT TV r—ay office365-grp

A=Y NEEED T IAILNT— oA 122 . XXX.XXX.32 A=Y NEED T IA LT —h oA 122 .XXX.XXX.59
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RRICHEGHREEE

set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE

set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT

set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES

set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE
set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETP
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip ProxyServerlPadd
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port ProxyPort

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group Application

set security address-book global address PROXY-SERVER ProxyServerlPaddress

© 2019 Juniper Networks Juniper Public _JUDLBVQI‘ ‘ 14
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set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group Application
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER
set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop GWIPaddress

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0

© 2019 Juniper Networks Juniper Public Juniper |
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New Bulk Update

Schedule update?

4] September

Su Mo Tu We

Pleas]

E sel

Device: EX2300_Mist-demo
Device: SRX340_Mist-demo
Device: SRX345_SWP

Site: Mist DemoFd

Site: Secure-web-proxy DemoF8

& CPE FWIZIL"DeviceA’E L\ >T=25 &1+ TS
ZDHEE . ZFHWEDCPE FWEBIRLTWWAZLEERASE

N
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New Bulk Update

Schedule update?

o September

AT AT T L—REER

Select Devices

Please select a time:

v

00:00

L2

ﬁput type:

o

-

Select a template:

Branch template

Branch template

Google-Suite

PoxyEIECHSITBEO—HILT L —20 T FOFGE

Secure-web-proxy

%
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(A Tav): &

New Bulk Update

-

Schedule update?

RS HARZEREE

Select Devices ¥

Time Zone

GMT+0900 (B4 EER)

Please selact a time: 0000 v 2]
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X TE EBEAEEDERESARIR

\]

4: TINARZEICERIGDEREAND

o September 2019 o [ Select atemplate: PoxyiREBECST3O0-HILTL v ]

Su Mo Tu We Th Fr Sa

Pleaseselectatime: | 0000 v @ ERENT=TUTL—F
Update input: ‘Tag: DeviceAlZHE DL\ =T /31 R npuctormat:  [[EEY Table
[v SRX340_Mist-demo-jnprhiromit variables: ] :
ProxyServerlPaddress 192.168.1.100 ProxyPort 8080
Application office365-grp GWIPaddress 122.xxx.xxx.163
[v SRX345_SWP-jnprhiromit variables: ]
ponsrerpusies | 192.168.2.100 oo ETUL T~ DRBEEANT BFIH

FTINFvILEE

Application GWIPaddress
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MR RSN T=ERTE

set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE

set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT

set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES
set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE

set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETPLACE
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip 192.168.1.100/32

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port 8080

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group office365-grp

set security address-book global address PROXY-SERVER 192.168.1.100/32

© 2019 Juniper Networks Juniper Public _JUDLBVQSF ‘ 21
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MR RBRENF=ERE (FE)

set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group office365-grp
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop 122.xxx.xxx.32

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0

KRICEIFERGHENRASNTLEA, ERENRELTLDDIE DEHDH
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Bulk Update Report

Summary

1 device success updates

0 device errors
@ 1 Device e
Input v
Log v

Download PDF Close

RRICRBEN-BREAREOTE
PDFTLR—Fk

OneConfig

Report Generated on 30/08/2019 16:01

Bulk Update Report for JNPR hiromit

Summary

1 device success updates
device errors

Device

SRX340-jnprhiromit

Input

SRX340-jnprhiromit

set groups TEST system host-name TESTset groups TEST system time-2one Asia/ Tokyoset groups TEST system dump-on-panicset groups TEST system root-authentication encrypted-
password *$18YrXWAH1tSORyOF agiB/wMKbVM1izGF/"set groups TEST system name-server 208.67.222.222set groups TEST system name-server 208.67.220.220set groups TEST
system login user lab uid 2000set groups TEST system login user lab class super-userset groups TEST system login user lab authentication encrypted-password lab123set groups TEST
system services ftpset groups TEST system services ssh root-login allowset groups TEST system services ssh protocol-version v2set groups TEST system services telnetset groups TEST
system services netconf sshset groups TEST system services web-management http interface aliset groups TEST system syslog archive size 100kset groups TEST system syslog archive
files 10set groups TEST system syslog user * any emergencyset groups TEST system syslog file messages any noticeset groups TEST system syslog file messages authorization infoset
groups TEST system syslog file interactive-commands interactive-commands anyset groups TEST system syslog file alllog any anyset groups TEST system syslog file sessions user

infoset groups TEST system syslog fle sessions match RT_FLOWSset groups TEST system max-configurations-on-flash Sset groups TEST system max-configuration-rollbacks Sset groups
TEST system license autoupdate url https://ael juniper.net/junos/key_retrievalset groups TEST system ntp boot-server 172.27.112.1set groups TEST system ntp server 172.27.112.1set
£r0ups TEST ehassis dump-on-anicset groups TEST interfaces fxp0 unit  family inet adress 172.27.113.104/22set groups TEST snmp community publicset groups TEST snmp trap-
options source-address 172.27.113.104set groups TEST snmp trap-group POC targets 172.27.112.1set groups TEST ptions static route 0. hop 172.27.112.1set
groups TEST routing-options static route 0.0.0.0/0 no-readvertise

Log

2019-06-26 18:15 All Devices: started update
2019-06-26 18:15 SRX340-jnprhiromit: executing update
2019-06-26 18:16 SRX340-jnprhiromit: committed changes
2019-06-26 18:16 SRX340-jnprhiromit: completed update
2019-06-26 18:16: update complete
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set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip {{ ProxyServerlPaddress }}
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port {{ ProxyPort }}
set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group {{Application }}

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop {{GWIPaddress}} "‘
Set XXXXXXXX

T, BEEIEZDEEAA A—HER D INSA—2EJTHESFZ(T
4
{} CB>71=18 B A'Sky EnterpriseDGUIIZ ki %

4 N

ProxyServerlPaddress ProxyPort Application

GWIPaddress

- )
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dA—RA5—RA#2
A—AILTL—I7 2D RIZG-SuiteF M Z =L\
7T —RDIEE

WEEE (A1) WEER (BLA2)

ITIL—I97 I DRRELRDT T ) r—ay Gsuite TL—I97 9 DREERBZT T ) r— 3> Gsuite
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New Bulk Update

Remove all

S - B ‘G Suiter EHL1TFLTL—t

Addall | 1itemsselected
mplate: Googl Suite

FEIXZE2MWEDCPE FW

Device: EX2300_Mist-demo +
oM e Device: SRX340_Mist-demo +
2 Bl - s s 7 Device: SRX345_SWP +

g s W o1 121w Site: Mist DemoF8 +

- il M Site: Secure-web-proxy DemoFl +

Update input: Input format:

‘ WA EICEABRTEFFELAL=H"No input required” &R REh b

1= 8 Table

services application-identification application-group Gsuite applications junos:GMAIL
set services application-identification application-group Gsuite applications junos:GMAIL-BASIC
set services application-identification application-group Gsuite applications junos:GMATIL-DRIVE
set services application-identification application-group Gsuite applications junos:GMAIL-MOBILE
set services application-identification application-group Gsuite applications junos:GOOGLE
set services application-identification application-group Gsuite applications junos:GOOGLE-ACCOUNTS
set services application-identification application-group Gsuite applications junos:GOOGLE-ADSERVICES-SSL
set services application-identification application-group Gsuite applications junos:GOOGLE-ANALYTICS-TRACKING
set services application-identification application-group Gsuite applications junos:GOOGLE-APPENMGINE
set services application-identification application-group Gsuite applications junos:GOOGLE-CACHE

set services application-identification spplication-group Gsuite spplications junos:GOOGLE-CALENDAR

%‘I:!II
filk

% RBR
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Tenant_A v

C S CUSTOMER
PORTAL

Monitor / Overview

Alerts & Alarms Overview @

Alerts
- Sites By Status
Alert Definitions

Alarms
Link Switch Events

Traffic Logs Sites  ~

Security Events " Yeongju-si
Application SLA ... — th.Korea
Application Visi...
Threat Map (Live) =
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