APAC Cohesion

AI-Driven Enterprise YU1—>3> (AIDE)
Mist AI H'ZE5|9% Wireless. Wired J5>F & F+v> /X, SD-WAN

Tech Roundup Q1-2023
SRy NI— IR ISR

Driven by
Experience"






V=]

CORmDAEINECRE I D=L, Juniper Networks @
EET‘(DE e RIEDTHD. FERUICLWDTEEZEIMND
CENHDET , Juniper Networks BT — XD NMIEE K

SNTAFEIPIERE IR I DL 2 FZAFEL T, BBA T DL S
CZFXBAo

__________
ssssssssssssssssssssss



Em
L
ok
-
-
2

(Network Access Control)

Al RUJ> NAC

Y
W “..sal...
.nn._—‘r..___

"..- N '

A&




RIED NAC A Mist AL B (291 MERT—N2BTc5LET

SH® NAC YU1—->3a>pah E=BEEoh ?

NSNS 1-F12 D3 IEMT.

& Y133 LM TR
S nEImAN O S PIgER

NA0Y—EAXP API L0 LDAP ([C&BAYTLZRD

7—F¥FI)FrERVNTVNET ZYRI—JTHOTH FALONITEMET B4(C
B, HEERMICSOTIEER IVRY—TI> ROBIRMEN HETEINTVBT8, £E0HED
BEEIRI(IB AL TVET BUESCGARAICRIFTVET HEARTEICRIFTVWEY

Juniper Mist NAC YU1->3>

TANPIER 39K Hotspot2.0 /
TSy RIA— L {-\BTH/O NJ— OpenRoaming
- Iﬁllﬁllﬂ ------ ~
------- s
eNITOESas PPSK AN —3 TIHJARUIYADE
FAbB Captlve :1%—97» g EAN—S3Y J59R 802.1X g
K= 5%k PPSK #—E2

AZT7ARIRIAY b

1=J714 R WxLAN
RUS=JL—LD-5

© 2023 Juniper Networks
Juniper Business Use Only

BFEOVII-2aVE LS —

R K

NL190Y—-ERETOISIT IR
V=FTI0FvEERTRILT
AT= 7274 2TV T1% KR

FYRNI—J& NAC &D1< Al

JO7 0747 BEEENE Marvis 258
P2AIDNCED., FIREARRENIERSE .

IT F—=AEI3147> MBI 57 RADIRIZR(C
SO TRIRERRY NI —DIHLFRTEDLII(C

TIVTA AT =) AP MeKIRT B
I3 REAT1T OF 1L I NIBR—b

Juniper |os

NNNNNNNN




Mist Access Assurance - 759K NAC Y—EZR

Mist Cloud

NN

o)

Mist Auth Service

RadSec

Cloud Directories & Services

o~
-
0
Bl Microsoft Azure
OPENROAMING

onelogin & Suite

eciuroam Ping

|dentity.

Mist Managed NAS

© 2023 Juniper Networks

3rd Party NAS

Juniper Business Use Only

= Directory Endpoint
g (LDAP / SCIM / OAUTH / SAML)
MDM / ZTNA

API / Webhooks i =

T G Suite
D,
Simple MDM e e

Workspace ONE

Juniper |

NETWORKS

6



Mist [C&BEREERY S —DGFE(LE

' MAGICAL_MYSTERY TOUR WED,10:53AM 2 O (3
. N3 —— W —_— AN
Policy 1. I-YORE 2. 1-YID (CEDC VLAN & — =
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N SERAE. 1Y) -7, 15F) Role (ACL) DFIDHT

Org Policies

Each user/resources session is evaluated according to the list o Policy rules. The policy for the first matching rule is applied.

| Add Rule I | Create Label |
D No. Match Criteria (match on location, §5ID, User Group, etc) Policy Assigned Pfllicies (VLAN, Roles, Session Timeouts, etc)
0 : v B
0 o : v B
0 s : v :
0 : v :
0 s : v :
0 : v +

Last All Users X
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BRQLAB - BRQLABAP1

12:00 AM Aug 10 - 11:47 AM Aug 10

Total bytes

Client Events

BRQLABAP1

Authorization &
Association

NAC Authorization
Successful

Authorization
Failure

AP Deauthentication

NAC Authentication
Failed

Authorization
Failure

I AP Deauthentication

Applications

19 Total

BRQLABAP1

BRQLABAP1

BRQLABAP1

BRQLABAP1

BRQLABAP1

BRQLABAP1

2

10 Good 5 Neutral

4 Bad

(drag an area of

RSSI

Protocol

Band

Description

Authentication Type
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-31 dBm

802.11ax

2.4 GHz

Reason code 23 "IEEE
802.1X authentication
failed" AP
deauthenticate STA,
before authorization
complete(771). 802.1x
Auth Fail(23).

eap

11:30 am - 11:40 am, Aug 10: 47.1 kB, 0.00 Mbps
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Capabilities

Channel
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M|St CIOUd 73‘5;@??3“5_@0)\)')1—:/3\/ @Monitor |\/|Oﬂitor e D o

v Today ~

Thlroughput

T. SLE (Service Level Experiences) %
BZHU. IRV I(CDIe> T —HikER%

Marvis™

il Clients Root Cause analysis selectametric
\ —_ Clients
PDEMTHEIETDENTERLICTDEDTT A
Throughput 98%
E] Access Points
Successful Connect
i Switch Health
SilEns System changes =

Q 07T ITRA> YA
Q BERAERORHRER

4 Lecation : v Statistics Timeline Distribution Affectg oo
- SRS anl] Anatytics Distribution -
Q i zHvITOAR MBS -
DDD Network LANS 100%
2-5¢ B 98% success 0%
Q -U-_leBJ:U ID O)ﬁr‘l%-" @ QOrganization
Successful Connect 61% W—W\/\AMN\/\"‘/\M/\/W\ 102:
59% success
BEEAZEIRIDHO MSP ILFFFh o - -
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Open Support Tickets Page Cancel

Transfer Subscriptions

Source Organization

Destination Organization

Filter Q

Subscription Type

M [MIST CSQA] MSP DEEKSHA // Support Tickets - [MIST CSQA] DEEKSHA-BLR-STAGING X
4
RTUECM  Organizations | e Th abl below shows SLE metrics withn e sty ,
" 7 o Total Tickets
/
Filter Q 1-80f 8 7 —
Create Organizatior]
7 Status
4 6 Closed
W}R’ELESS > W 1 Pending
4 1 Hold
4

Organization & Active Sites  Marvis Actions Supportﬂcke!s)\/ Overall Service Overf
[MIST CSQA] DEEKSHA-BLR-STAGING 2 1 8 59% -
[MIST CSQA] Deeksha_Org 4 0 0 ‘ 3 - -
[MIST CSQA] Deeksha_Org_5 0 0 ‘ 2 - - -
[MIST CSQA] Deeksha_Org_1 0 0 ‘ 1 -

IST A ksh 1 -
[MIST CSQA] Deeksha_Org 2 0 0 ‘

[MIST CSQA] JAISON MSP
Roles Create Role

Name Access Org Access

MSP Logo

Transferable Units

Units Order ID Claimed Org Current Org

Select a Source Org and Destination Org

Subscription ID

0-00f0

Expires Quantity

Total

Transfes

Cancel
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QFX5700 ®\LS54 b QFX5130 ON\1S5A b

« 12.8 Tbps® —AMAIL—-Tvb, 10G. 25G. 40G. « ®1717 400G QSFP-DD JA—LT7949—
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Confirm Changes BETA

(A show only differences (Elaa * Template or System inherited

v IP Configuration
v Additional Configurations
v v2

| Network: v2
| IP: 192.168.2.10
| Netmask: 255.255.255.0
| Type: STATIC

v Port Usages

v test1234

Profile Name: test1234
All Networks: Yes
Description:
DOT1X
| Bypass Auth(when server down): No
| MAC Auth: No
| MAC Auth Only: No
Duplex: half
Enable MTU: Enabled
Enable Q0S: Enabled
Mac Limit: 100
Mode: trunk
MTU: 1500
Networks:

Persistent (Sticky) MAC Learning: Disabled
POE: Disabled
Port Auth:
Port Disabled: Yes
Port Network: v2
Speed: 10m
v Storm Control

| Exclude Boradcast: No
| Exclude Multicast: Yes
| Exclude Unknown Unicast: Yes
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S
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SASE (APBR. AppQoE*)

I1—YEF )AL RO I - rICiEST ? v asFEDLIIC i .
TIX NIEEDED ? DRNB ? PRI ARYS —
IDP/URL J4)L5U>Y
« TIXT—33> « RYRD=TJH—-EX « 71X
YhI—7 + SaaS - tF1J74
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Secure WAN Edge — URL J1)V5U>Y%

EFIVFTAIRY MIYSIR—R v
Secure WAN Edge IDP/URL Events | s abtospoket ~ | [ ior [ ERCTER (TRl 7+ous | 26tous

‘ Filter Q ‘

2 Total u Critical ] u Major] ‘ I_}'j.;“ Minor ’ ’ 0

Info
O — \

PIIVr—=33a>h57IU—-01E

(O Custom Apps () Apps (@ App Categories

App Categories

Shopping | x +

Search Q |

ADVANCED SETTIl 4 it

Traffic Type Advertisement
All

Default
Arts and Entertainment
Business
Career and Education
Collaboration
Conferencing
Device |OT
File Sharing
Financial
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Secure WAN Edge — URL J1)IL5U>
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APPLICATION POLICIES
Search ) ) ) )
Delete Edit Traffic Steering ‘ AV
5 Application Policies g
G NO. NAME NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY) IDP TRAFFIC STEERING
TF1UF1ARY b
Miét ’ COMPANYXYZ Change language (en-GB) «  FRL1243PM 2 O (3
CREN Sccure WAN Edge IDP/URL Events < wrossone - | (o [FCng (EEEE o | s | =04
=1 #“3,qwE~,H"”
[ marvis™ ‘ Filter Q | URL jJTjJ /ElJt /9 0)
p— [o ~ —_— — »
N> —(CLD RS T1vIn
ORTE JOwrEh, 0Y(CERENn3
E] Access Points
Switches Time Device Name A Site Source Address Source Port Destination Address Destination Port Application Category Sub Category URL Action
30/12/2022,12:42:43 lab10-spokel lab10-spoke1 192.168.50.10 36986 23.197.99.199 443 EBAY Web Shopping block
&) s
L MAN Ecens 30/12/2022, 12:41:49 lab10-spoke1 lab10-spoke1 192.168.50.10 58492 108.139.2.160 443 AMAZON Web Shopping block

@ Organization

© 2023 Juniper Networks

Juniper Business Use Only

Juniper | 23

NETWORKS



IDP - @A -P5IETVE1—

¥ 1VF(ARY MY IR—R

Secu r|ty Events (Entire Org) ~ m URL Filtering 7 Hours | 24 Hours

Filter Q

0 Total n Critical I n Very High ] u High I Medium Low Info

IDP 2’07714

APPLICATION POLICIES Vv

Search
[ Import Application Policy ] A lication Policy ] [ Edit Applications ]
2 Application Policies
O NO. NAME L} | IDP TRAFFIC STEERING

(] 1 Untrusted Open Internet + v Internet + +
Standard | ¥

(0] 2 Trusted Corporate Traffic + v +
Strict

Standard. Strict, Alert £EVSERBLAILGO IDP JOI7A NV eH5hUHES Alert
- Standard : Juniper OEZERIISIRF v THEINZT IAN DT> %FELT
. Strict : BRODDD T INURYZE/INRICHNZ 2128, ##5tZ2BAU T
JOvI 3Lz L

- Alert : BEDOHT. MMO7I32(FTHRN
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IDP - R AR - 5 LEESTE

SRX345 APPLICATION POLICIES

...... S | Import Application Policy | | Add n Policy | | Edit Applications |
- L I L J
=

5 Application Policies

= F [0 mwo mame NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY) IDP TRAFFIC STEERING
O 1 Spokes-to-Hub-LAN + [V 4 +
SECURITY SERVICES (O EWF (<) IDP  (~) AppSecure o 2 Hubs-to-Spokes + v * None v
O 3 Spokes-Traffic-CEO-on-Hub + [V 4 +
PROPERTIES Intrusion Detection Prevention Enabled m O 4 Hub-LAN-to-Internat + v + None -
INE IDP Policy idp-policy-unified O 5 Spoke-to-Spoke-via-Hub + v + None -

= Secure WAN Edge IDP/URL Events (Entire Org) = m URL Filtering m Flhiotral s fiors =0
O clients
Switch Config 3rd Party Tunnels Secure WAN Edge IDP/URL Events Q
Access Paints Labels
O
Mist Edges
SNETE 100 Total Medium Low Info
Packet Captures
WAN Edges Policy
4 Pre-shared Keys
toeation Time Device Name _ Site Source Address  SourcePort  Source Interface  Destinati port ination Interface  Attack Name Threat Severi
Radio Management
uEI|] Analytics e 17/09/2022,19:17:51 ec3873%ad4ad spokel-site 172.16.79.155 8080 st0.0 10.99.99.95 56438 irb.1099 HTTP:INFO-LEAK:BAD-REASON-PHRS Info
DDD S WLANSs 17/09/2022,19:17:51 ec3873%ad4ad spokel-site 10.99.99.99 56470 irb.1099 172.16.79.155 8080 st0.0 HTTP:PHP:OPEN-EDUCATION-SYS-RFI Info
17/09/2022, 19:17:50 ec3873%ad4ad spokel-site 10.99.99.99 56644 irb.1099 172.16.79.155 8080 st0.0 HTTP:REMOTE-URL-IN-VAR Medium
17/09/2022,19:17:50 ec3873%ad4ad spokel-site 10.99,99.99 56606 irb.1099 172.16.79,155 8080 5t0.0 HTTP:DIR:PARAMETER-TRAVERSE-1 Medium
17/09/2022, 19:17:50 ec3873%ad4ad spokel-site 10.99.99.99 56418 irb.1099 172.16.79.155 8080 st0.0 HTTP:UNIX-FILE:ETC-PASSWD Medium

N

5
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Secure Edge

SECURE EDGE CONNECTORS  BETA

0 Providers

NAME PROVIDER

There are no Providers defined yet

Add Provider

Juniper Business Use Only

Add Provider

Local ID is required.

Note: Please ensure Application Policy with Traffic Steering is configured for

the Secure Edge Connector configuration to take effect

Name

‘ Juniper-)SE-Tunnel

Provider

[ Juniper Secure Edge (IPsec Only)

i ]

Juniper Secure Edge (IPsec Only)

ZScaler
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