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FREMFIESEHMERLEEMEQGYFET ., ABICHHEIHDIGEFITTELIESL,
BHORRGEEFARDIZaT7INZE THERSESL, T ABRFIFEGLICERICGAGEENHY FT,

DNXATA FIXUTIZRY 9,
Upgrading Control Center to 4.2 - Upgrade Procedure

https://www.juniper.net/documentation/us/en/software/active-assurance4.2/paa-upgrade-4.2/paa-upgrade-
to-4.2/topics/concept/upgrade-procedure.html

Jjuniper |
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FIEZZE1TL1-RIR

0OS
Ubuntu 18.04 -> 20.04~7 v 745 L—F
Ubuntu 20.04 -> 22.04~7 v 75 L— K

Paragon Active Assurance :
AAMNBA21ZT vy T L—FK

42~DT v 7T L— FIZIZ0S (Ubuntu 22.04~NDT7 v F45 L— FBREIZRY T,

X7y TTL— RHIDN— 3 U2k > TIEFIBAEH =8, E#ITUpgrade Paths ZHER L A K
XA AV FDFIRIZHSTT YT I L—FEITH>TLIZEL,

Upgrade Paths
https://www.juniper.net/documentation/us/en/software/active-assurance4.2/paa-
upgrade/topics/concept/release-notes.html#special-procedures  d5387e27

Jjuniper | s
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Paragon Active Assurance 7 v 74 L— FEHifEER

Paragon Active Assurance (LIfEPAA) a2 FO—IILE U Z —DHY—/\—ASSHE#HEZ., LAY KT
PAAD/N—2 3 VEERNITAE T,

ssh root@<PAAa > tA—J)LE 2 —IP7 FLR>

dpkg -l | grep paa

Jjuniper | .
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1. apache2 & netrounds-callexecutert— E X Zdisable L &9,
sudo systemctl disable apache2
sudo systemctl disable netrounds-callexecuter

2. PAAICEET 52 THOY—ERZELLFET,
sudo systemctl stop “netrounds-*”" apache2 openvpn@netrounds

3. NV O T7vTETWVWET,

« PAADH—ERZEILLET,
sudo ncc services stop --with-kafka --with-zookeeper --without-timescaledb

« NYIOTYvITEBMYFET,
sudo ncc backup
cp /etc/netrounds/secret_key /etc/netrounds/secret_key-41

4, avbkA— )Lt o3 —THERAINTWAdiskE-lIdiskis—TF 43> DNy o7y T, £ LLIEIVMD
ATy Toay FEREBLTTELY,
junieer | s
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5. H—EXANEFELEESNTWESEZFHERELET,
sudo systemctl status "netrounds-*" apache2 openvpn@netrounds
XactivelTH—EANHAGEIETEIAY Y FTELELTT S,
sudo systemctl stop "netrounds-*" apache2 openvpn@netrounds

BIEMNR SN 515 E &, Juniper Technical SupportiZHEILVEHECFZE LY,
6. Ubuntul18.04H'520.04, 20.04/ 522.04F C_EBETOSOT7Y T L—KFETWLWET,

e ubuntu 18.04 M 520.04~7 v T L—FK
ubuntuAX YA FZ TSRS,
https://wiki.ubuntu.com/FocalFossa/ReleaseNotes?action=show&redirect=20.04%2FReleaseNotes

LTSZEFIBIZHY FT, XHETELSELDT., ubuntulEXHA RIS > TCHEDHB TEITLTT AL,

1) N\yH5r—C% 7w TT— kL. update-manager-cored 4 VXA —J)LLET,
sudo apt update
sudo apt upgrade
sudo apt install update-manager-core

Jjuniper | .
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2) /etc/update-manager/release-upgrades®IZ Prompt=IltsHiEH SN TWBEFHEELFET,
vi /etc/update-manager/release-upgrades
[DEFAULT]

'F"'rompt=lts
3) BEHLEFT,

reboot

4) 2004~T7v T L—FLZET,
sudo do-release-upgrade

This session appears to be running under ssh. It is not recommended
to perform a upgrade over ssh currently because in case of failure it
is harder to recover.

If you continue, an additional ssh daemon will be started at port
'1022'.
Do you want to continue?

Continue [yN] y
junirer |
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4) 20.04~F7 v TTL—FKLZFET, -t &

To make recovery in case of failure easier, an additional sshd will

be started on port '1022". If anything goes wrong with the running
ssh you can still connect to the additional one.

If you run a firewall, you may need to temporarily open this port. As
this is potentially dangerous it's not done automatically. You can
open the port with e.g.:

'iptables -1 INPUT -p tcp --dport 1022 -j ACCEPT'

To continue please press [ENTER] 27 ') v 7 [ENTER]

© 2022 Juniper Networks Jun”:)er | 8
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4) 2004~T7 v TJTL—FLET, - &

Do you want to start the upgrade?
8 installed packages are no longer supported by Canonical. You can still get support from the community.

10 packages are going to be removed. 168 new packages are going to be installed. 496 packages are going to be upgraded.

You have to download a total of 300 M. This download will take about 38 minutes with a 1Mbit DSL connection and about 11 hours
with a 56k modem.

Fetching and installing the upgrade can take several hours. Once the download has finished, the process cannot be canceled.

Continue [yN] Details [d] vy

Configuring libcé |}

Running services and programs that are using NSS need to be restarted, otherwise they might not be able to do
lookup or authentication any more. The installation process is able to restart some services (such as ssh or
telnetd), but other programs cannot be restarted automatically. One such program that needs manual stopping
and restart after the glibc upgrade by yourself is xdm — because automatic restart might disconnect your
active X11 sessions.

This script detected the following installed services which must be stopped before the upgrade: postgresql

If you want to interrupt the upgrade now and continue later, please answer No to the question below.

Do you want to upgrade glibc now?

juniper | s
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4) 2004~T7 v TJTL—FLET, - &

Configuring libcé |

There are services installed on your system which need to be restarted when certain libraries, such as
libpam, libc, and libssl, are upgraded. Since these restarts may cause interruptions of service for the
system, you will normally be prompted on each upgrade for the list of services you wish to restart. You can
choose this option to avoid being prompted; instead, all necessary restarts will be done for you
automatically so you can avoid being asked questions on each library upgrade.

Restart services during package upgrades without asking?

<Yes> <No>

| Configuring 1xd |}

The LXD project puts out monthly feature releases which while backward compatible at an API and CLI level,
will contain some behavior change and potentially require manual intervention during an upgrade.

In addition to those, every 2 years a LTS release is made which comes with 5 years of support through
frequent bugfix-only releases.

The LXD team recommends you pick "4.8" for production environments and use "latest" if you're interested in
getting the latest LXD features.

LXD snap track

© 2022 Juniper Networks
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4)

20047y T L—FKLET, - =
install the package maintainer's version

the local version currently installed
show the differences between the versions
show a side-by-side difference between the versions
show a 3-way difference between available versions
do a 3-way merge between available versions
start a new shell to examine the situation

| | Configuring postgresql-common |
Obsolete major version 10

The PostgreSQL version 10 is obsolete, but the server or client packages are still installed. Please install
the latest packages (postgresql-12 and postgresql-client-12) and upgrade the existing clusters with
pg_upgradecluster (see manpage).

Please be aware that the installation of postgresql-12 will automatically create a default cluster 12/main.
If you want to upgrade the 10/main cluster, you need to remove the already existing 12 cluster
(pg_dropcluster ——stop 12 main, see manpage for details).

The old server and client packages are no longer supported. After the existing clusters are upgraded, the
postgresql-10 and postgresgl-client-10 packages should be removed.

Please see /usr/share/doc/postgresgl-common/README.Debian.gz for details.

© 2022 Juniper Networks
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4) 20.04~F7 v TTL—FKLZFET, -t &

Remove obsolete packages?

471 packages are going to be removed. 2 new packages are going to be
installed.

Fetching and installing the upgrade can take several hours. Once the
download has finished, the process cannot be canceled.

Continue [yN] Details [d]y

System upgrade is complete.
Restart required

To finish the upgrade, a restart is required.
If you select 'y' the system will be restarted.

Continue [yN]y xB&E#shET.

© 2022 Juniper Networks
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5 AOJA42LEL. 2004127y T L—RFEanhTWA I EEHERALET,

cat /etc/os-release

NAME="Ubuntu"

VERSION="20.04.6 LTS (Focal Fossa)"

ID=ubuntu

ID_LIKE=debian

PRETTY_NAME="Ubuntu 20.04.6 LTS"
VERSION_ID="20.04"
HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
VERSION_CODENAME=focal
UBUNTU_CODENAME=focal

juniper | s
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e ubuntu 20.04 N 522.04~F7 v TG L—FK
ubuntuRX U414 FZZTSHEFZEL0Y,
https://discourse.ubuntu.com/t/jammy-jellyfish-release-notes/24668

UTSEFIRIZHEY ET, XHETELBELDT, ubuntud XA 4 RIZR->TZCHEDHIBHTREITLTT S,
1) 2204~7wv T L—FKLZET,
sudo do-release-upgrade
Continue running under SSH?

This session appears to be running under ssh. It is not recommended
to perform a upgrade over ssh currently because in case of failure it
is harder to recover.

If you continue, an additional ssh daemon will be started at port '1022’.
Do you want to continue?

Continue [yN] y

juniper |«
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« ubuntu 20.04 M 522.04~T7 v T L—F
1) 2204~7 v T L—FKLEY, -f&&E

Starting additional sshd

To make recovery in case of failure easier, an additional sshd will
be started on port '1022". If anything goes wrong with the running
ssh you can still connect to the additional one.

To continue please press [ENTER] 27 ') v 7 [ENTER]

juniper |

© 2022 Juniper Networks Juniper Public 2T NETWORRS



Paragon Active Assurance 42 7y 745 L— KF|E - i =

« ubuntu 20.04 M 522.04~T7 v T L—F

1) 2204~7wT7TL—FLET, -
Do you want to start the upgrade?

5 packages are going to be removed. 110 new packages are going to be
installed. 871 packages are going to be upgraded.

You have to download a total of 765 M. This download will take about
3 minutes with your connection.

Installing the upgrade can take several hours. Once the download has
finished, the process cannot be canceled.

Continue [yN] Details [d]y

juniper |
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e ubuntu 20.04 N 522.04~F v TH L—F
1) 2204~FyFHL—KLET, -fE=

| Configuring libcé |

Running services and programs that are using NSS need to be restarted, otherwise they might not be able
to do lookup or authentication any more. The installation process is able to restart some services
(such as ssh or telnetd), but other programs cannot be restarted automatically. One such program that
needs manual stopping and restart after the glibc upgrade by yourself is xdm - because automatic
restart might disconnect your active X11 sessions.

This script detected the following installed services which must be stopped before the upgrade:
postgresql

If you want to interrupt the upgrade now and continue later, please answer No to the question below.

Do you want to upgrade glibc now?

<Yes> <No>

© 2022 Juniper Networks JUﬂ”Der ‘ 17
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e ubuntu 20.04 M 522.04~F s TH L—F
1) 2204~7 v T L—FLZET, -f=
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« ubuntu 20.04 M 522.04~T7 v T L—F
1) 2204~7 v T L—FKLEY, -f&&E

Remove obsolete packages?

253 packages are going to be removed.
Removing the packages can take several hours.

Continue [yN] Details [d]y

System upgrade is complete.

Restart required

To finish the upgrade, a restart is required.
If you select 'y' the system will be restarted.

Continue [yN]y x®E&E&sHIhET,
juniper | w
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2) OOA4 2 LEL, 220417y T L—RENhTWA I EEHERALET,

cat /etc/os-release

PRETTY_NAME="Ubuntu 22.04.2 LTS"

NAME="Ubuntu"

VERSION_ID="22.04"

VERSION="22.04.2 LTS (Jammy Jellyfish)"
VERSION_CODENAME=jammy

ID=ubuntu

ID_LIKE=debian

HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
UBUNTU_CODENAME=jammy

Jjuniper | ow
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7. %Lbﬂ—yazwjzhﬂ—wtzﬁ #AooO0—FkL, Fzv I LFERLET,

Ay 00— EXR—=IU M5 Control Centerz 4 a— K

wget -O <7 7 A JLE> "<& > a— FURL>"

f51) wget -O paa-control-center_4.2.0.54.tar.gz "https://xxxx"

A O0—FER=JCEHINTNBSHA2DF = v /Y LELRBLEILTHS Z L 1R
export CC_VERSION=</A—2 3 >

f51) export CC_VERSION=4.2.0.54

sha256sum paa-control-center_${CC_VERSION}.tar.gz

8. AorO—KL=F7A4I)L%ZunpackLET,
tar -xzf paa-control-center_${CC_VERSION}.tar.gz

9. /etc/netrounds/netrounds.conflIM"PASSWORD RESET TIMEOUT DAYS"#
"PASSWORD_RESET _TIMEOUT'~AEZ#MZ2 . EZHH#INOWMIZEELET,
f51) PASSWORD_RESET _TIMEOUT _DAYS = 3% PASSWORD _RESET TIMEOUT = 259200[ZZ &
¢ PASSWORD RESET TIMEOUT DAYSIF4. 2 bEAARRIELG Y FT,

juniper | o
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100 iLhvar b= 23 —%4A AR F=ILLET,
sudo apt-get update
sudo apt-get install ./paa-control-center_${CC_VERSION}/*.deb

Do you want to continue? [Y/n] Y

© 2022 Juniper Networks Jun”:)er |

Juniper Public T NETWORKS



Paragon Active Assurance 4.2 7y 79 L—FFE - fii &

100.LWhva>rbrO—ILEo3—2%A4A VR M=ILLET., -&EE

Configuration file '/etc/netrounds/netrounds.conf'
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it ? Your options are:
Y or | :install the package maintainer's version
N or O : keep your currently-installed version
D :show the differences between the versions
/ :start a shell to examine the situation
The default action is to keep your current version.
*** netrounds.conf (Y/I/N/O/D/Z) [default=N] ?

'/etc/netrounds/netrounds.confD AT 4 THBEZH L LEZT BHEHITY
LRIERE L-FEFELE-WGEEIEN
‘D"TaAVIA4 T DEWVEIERT A EMNTEE
juniPer |
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100.LWhva>rbrO—ILEo3—2%A4A VR M=ILLET., -&EE

Daemons using outdated libraries

Which services should be restarted?

[*] netrounds-test-agent-gateway.service

<0k> <Cancel>
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1L NN—=2 a3 U 2[IZEBEINTWNWSAZEZHEELET,
dpkg -l | grep paa

paa-callexecuter
paa-common
paa-consolidated
paa-jal-sdk
paa-legacy-plugins
paa-license-daemon
paa-metrics

rc paa-netconf-yang

paa-plugin

paa-restol

paa-test-agent
paa-test-agent-application
paa-test-agent-compat
paa-test-agent-gateway
paa-test-agent-login
paa-test-agent-plugins
paa-timescaledb
paa-webapp

© 2022 Juniper Networks

4.2.0.54
4.2.0.54
4.2.0.54
4.2.0.54
4.2.0.54
4.2.0.54
4.2.0.54
4.1.1.20
4.2.0.54
4.2.0.54
4.1.0.11
4.1.0.24
4.2.0.54
4.2.0.54
4.2.0.54
4.1.0-45
4.2.0.54
4.2.0.54

all Paragon Active Assurance Call Executer
all Paragon Active Assurance common
amdé4 The Consolidated Service
all Paragon Active Assurance JAL SDK
amdé4 The Plugin Legacy Package
all Paragon Active Assurance License Daemon
amdé4 The metrics service debian package
all Paragon Active Assurance Netconf YANG
amdé4 The Plugin Service
all Paragon Active Assurance REST Orchestration API
all Installers and images for Juniper PAA Test Agent Appliance
all Juniper PAA Test Agent application
all Paragon Active Assurance Test Agent Compatibility Service
amdé4 The Test Agent Application Gateway
amdé4 Paragon Active Assurance Test Agent login
all Plugins for Juniper PAA Test Agent
amdé4 The TimescaleDB debian package
all Paragon Active Assurance web interface

Juniper Public T NETWORKS
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12.7 74 IV FUSNDSSLEEAZE ZFEA L TWVWSIEE. LTI = 27 ILIZHE o TSSLCertificateFile &
SSLCertificateKeyFile D BEREMNBLEIZLHEY £9,
https://www.juniper.net/documentation/us/en/software/active-assurance4.2/paa-upgrade-4.2/paa-
install/topics/concept/service-config.html#service-config section msm_5j1 5nb

13. T —3AR—ADBITEEITLET,
w3 UNERTYINA LK S ITscreent®tmux Teontrol center|ZHE#E L TETIT A EEHELET,
T—AR—ZADINRAT—FETIAIL DL EERLTILVSIHEE. /etc/netrounds/plugin.yaml @ db-passwordDERE L HETEE
LTTELY, db-password DEREZEEFTo TCLWEWEE., T—3R—XDOBITICEKKLET,

sudo ncc migrate

14./var/lib/netrounds/openvpnM 7 —3+—Znetrounds:ICEB L £ 9,
sudo chown -R netrounds: /var/lib/netrounds/openvpn

15.PAADY—ERZHBEELEFT,

sudo ncc services restart

juniper | oz
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16.37 L L\Test Agent repository & pluginsa 4 X F—ILLEF T,

o A nO— EXR—UMibTest Agent Appliance, Test Agent Application, Test Agent Pluginsz4 > > O— K
wget -O <774 J)LE> ‘<4 0O— KURL>"
f51)
wget -O paa-test-agent_4.2.0.34_all.deb “https://xxxx”
wget -O paa-test-agent-application_4.2.0.20_all.deb “https://xxxx”"
wget -O paa-test-agent-plugins_4.2.0.29_all.deb "https://xxxx"

e A O—FER—JIZREINTWLESSHA256MDF v VS LELBELRILTHS C & &R
TA_APPLIANCE_BUILD=</A—Y 3 >
TA_APPLICATION_BUILD=</A—% 3 >
PLUGIN_BUILD=</A\—2 3 >
1)
TA_APPLIANCE_BUILD=4.2.0.34
TA_APPLICATION_BUILD=4.2.0.20
PLUGIN_BUILD=4.2.0.29

sha256sum paa-test-agent_${TA_APPLIANCE_BUILD} all.deb
sha256sum paa-test-agent-application_${TA_APPLICATION_BUILD} all.deb
sha256sum paa-test-agent-plugins_${PLUGIN_BUILD} all.deb

Jjuniper | »
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16.37 L L)\Test Agent repository & pluginsz 4 YA F—ILLET, FEEE)

A 2R =L

sudo apt-get install ./paa-test-agent_${TA_APPLIANCE_BUILD} all.deb

sudo apt-get install ./paa-test-agent-application_${TA_APPLICATION_BUILD} all.deb
sudo apt-get install ./paa-test-agent-plugins_${PLUGIN_BUILD} all.deb

17U T —EREZEMICLET,
sudo ncc services enable apache2
sudo ncc services enable kafka
sudo ncc services enable callexecuter

timescaledb &metricsz= AT A5 FITUTHEITLET,

XgrafanaZ [Zexportd AZEDABENIZT HELDTT 74 IL FTREREMIZGE>TOEH A,
sudo ncc services enable timescaledb

sudo ncc services enable metrics

Jjuniper | o
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18.PAADY—ERZHBEBZLFT,

sudo ncc services restart

19.2 74 0 E&RBEE S -0(CapacheD ) A— FZETWVET,
sudo systemctl reload apache?2

20 H—ERXRDRT—RREERLET,
ncc status
sudo systemctl status "netrounds-*"

218 TCDT AV MIRHN—23 DTS4V &ERASESEOHICUTaAT U FEETLET,
ncc plugins edit enabled-version --all-plugins --latest-version --all-accounts

juniper | o
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22. (Optional) ConfD& A4 R k—ILLTULV\=1H5AE. ConfDEA VA F—ILLELZEY,

«  WLWN—2 3 U Mpaa-netconf-yang ZHIBR L £ 3,
sudo apt-get remove paa-netconf-yang python3-pycryptodomex python3-pysnmp

e AHoo—EX—UmbNetconf Yang APIZ S >O—KLET,
wget -O <7 7 A JLZ>"<A > O— FURL>"
f51) wget -O paa-netconf-yang_4.2.0.54.tar.gz "https://xxxx"

o A O—ER—=VIZEBHINTWABSHA26DF =y IS LELBRLELTHAZ EZHERALET,
export CC_VERSION=</A—2 3 >
f51) export CC_VERSION=4.2.0.54
sha256sum paa-netconf-yang_${CC_VERSION}.tar.gz

e AHrnO—FKLE=774I)LZunpack LET,
tar -xzf paa-netconf-yang_${CC_VERSION}.tar.gz

« paa-netconf-yang/S\wvH5—CHEA VA M—ILLET,
sudo apt-get install ./paa-netconf-yang_${CC_VERSION}/*.deb

Juniper | o«
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22. (Optional) ConfDZ4 X k—JLLTLV=15E. ConfDZEA VA —ILLELEY, - i

paa-netconf-yang/A\w 4 —S %A VA M—=)ILLET, -
OKZz Vv oI LET,

Daemons using outdated libraries

Which services should be restarted?
[*] postgresql®l@-main.service
[*] postgresql@Pl2-main.service

<0k> <Cancel>
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Paragon Active Assurance 4.2 7y 79 L—FFE - fii &

23.GUllzaS A4 L., "Test Agent’ A = a—MmM 5Test Agentz7 v 77— LET,
XT T547 2 ATest AgentDAHGUIMNS 7y TT— FDA[REIZCHE > TULVET,
XTwTT— k&, Test Agenth’d+ >S4 VIZE L WGE L Test AgentDBEEEIZITH > TT LY,

E PARAGON ACTIVE ASSURANCE
Test Agents

) Dashboard ‘ INTERFACE INFO ‘ LICENSE INFO
Alarms LIc
S Test Agents
v » Vv X
Monitoring CONFIRMATION
Name Description Do your really want to update "TA1" from current version "4.1.0.11", to version "4.2.0.34"?

5 Apps

Updating the Test Agent will temporarily pause and resume ongoing monitorings.

o TA‘I"4.2.0.34" update is available.

Test Agents B8

Accounts
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