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CONFIDENTIALITY AND LEGAL NOTICE

This material contains information that is confidential and proprietary to Juniper Networks, Inc.
Recipient may not distribute, copy, or repeat information in the document.

This statement of product direction sets forth Juniper Networks’ current intention and is subject to
change at any time without notice. No purchases are contingent upon Juniper Networks delivering any
feature or functionality depicted in this presentation.

subject to a license agreement that describes program terms and conditions.
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Blueprints
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@ Dashboard [2* Analytics & Staged

Deployment Status
Service Config
@ 5 SUCCEEDED

PENDING

A O FalLED

Discovery Config
@ (O SUCCEEDED

PENDING

A 0O FaLED

— Uncommitted () Active

Drain Config
@ (O SUCCEEDED

PENDING

A O FalLED

Apstrah'sxy MDD —J8ZaN
>4 Rk Ih/ R B
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Anomalies
All Probes IP Fabric External Routing
All Probes BGP Cabling Interface Hostname BGP Interface
0 anomalies 24 i 12 li 0 anomalies 0 anomalies 0 anomalies 0 anomalies
Anomaly History Now Anomaly History Anomaly History Now
L2 Connectivity Liveness Deployment Status
Interface MLAG LAG Spine Leaf L2 Server
0 anomalies 0 anomalies 0 anomalies 0 i 0 li 0 anomalies
Anomaly History Now Anomaly History Now Anomaly History Now
Route Verification
Route Table
47 anomalies
Anomaly History Now
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Ay 1R—ROERIER

EHIE= | | Emux

All Probes ' IBA Anomaly (IBA(34&h) ' SS, Spine, Leaf
IP Fabric

' BGP  BGPRBHEZRIR (A /- ) Al IntentDEBDITFEIZEN TSN . SS, Spine, Leaf

' Cabling | ) R OYEREAR S IntentDEBDIATHN TS | SS, Spine, Leaf

| Interface | 42971 ZDOUp/DownAF—FZ M Intentt—EL TLBH ' SS, Spine, Leaf

' Hostname | 7 ZROMR M A Tntent@OH | SS, Spine, Leaf
Generic System Connectivity

' BGP | BGPRAEBIR (/)M IntentDEBICRETENTLBH Leaf

Interface | 1>971—-20Up/DownAT—S A hIntentt —ELTL\SH i Leaf

' MLAG/LAG SITING -2 W IntentDEBDICHEII TETOSN | Leaf
Liveness (Spine, Leaf, Generics) ! &7 /)1 AN Apstralc &3 HIEBEIGELTLSH | SS, Spine, Leaf
Deployment Status SS, Spine, Leaf

| Deployment i%5“}WZD“Apstra(CJ:Z)ZI)?W‘I/—53)7&IE7%*(C)EF‘;EQ“5:2:D‘T§‘CL\57J‘ SS, Spine, Leaf

' Config Dev. | &FUUROTZTIH, ApstralcEOIERENZEOE—BL TLBH | SS, Spine, Leaf
Route Verification - Route Table iE;y—e}%/gg‘\%?\GP*{}\—b\b?&mtbb@ﬂﬂ%ﬂﬁ&%{ab\ =712 7=TIUC SS, Spine, Leaf
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JunosDEZHAICHIEL TWAshow Y RILL T DiED,

Interface counters & Interface error counters

show interfaces extensive

LAG & Interface status

show interfaces terse

LLDP neighbors
show Lldp neighbors

BGP Sessions
show bgp neighbors

© 2020 Juniper Networks

Hostname

show system information

ARP

show arp no-resolve

MAC Table

show ethernet-switching table extensive

Routing table

Underlay - show route table inet.@

Overlay - show route table bgp.evpn.@
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BEEfRT — OB IO IVCEDERS,

D MR (1)

Interface Status 12
LLDP 10
LAG 120
ARP 120
Hostname 120

Interface Counter

BGP

Route

MAC

EVPN Type5

ZOMTON L OESRIFRIEZAT DAPINSHEERZ TE S,
m /api/systems/{system_id}/services List telemetry services

5

120
120
120
600

T I NOBUS IR (R DAPINSEE TEHN, ZERNEZYR—

Ea1(CJuni per/\Lﬁ‘ﬁﬁ'ch_c‘: o

NTEDNMER T DI

m /api/systems/{system_id}/services/{service_name} Update telemetry service
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By IP Fabric

BGP Cabling Interface Hostname
BE o S pEE ey -
24 anomalies 12 anomalies 0 anomalies 0 anomalies m*ﬁWﬁ &)5“%4*%3 %B’T\O)ZT /;Z
v v v
Node ¢ Hostname Service $  Anomaly Type ¢ Role ¢ Anomaly Extra Details Expected Actual
Property Value
Address Family "evpn"
“ Destination ASN "64512"
MR —R
Destination IP "10.0.0.0" Property Value Property Value
evpn_esi_001_leafl evpn-esi-001-leafl IP Fabric bgp Spine to Leaf
Destination Name "spine1" value "up" value "down"
Source ASN "64514"
Source IP "10.0.0.2"
VRF Name "default"
© 2020 Juniper Networks Juniper Business Use Only JU NETWORKS |
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7 JXV(EApstraDGUIEIF TR, Syslogt—/INBEHITES,

IP Address *

Platform

1234 <+—— Syslogh—/{

*

Port
User Management
514 +—— Port&Es
Users
Protocol *
Roles udp  +—— UDP or TCP .
External Services Facility *

syslog  ~ +—— J7IUTEIR
Create
o Create SYSIOg Conﬁg IP Address and Port ~ Protocol & Facility ¢ Use for Audit ¢ Forward Anomalies ¢

1.2.3.4:514 ubP syslog [ on @) €D «—— 7/XYDSyslogZzB3)
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Syslogt —/\NEX19 34—~y MME BEI XD MCEEEHD.

7 )BT T,

Nov 29 13:55:12 172.27.113.223 2021-11-29T13:55:12.564418JST aos-server CEF:0|ApstralAOS|4.0.1-
1045|101 |Alert]|10|msg={u'blueprint_label": u'4.0.1-Hatsudai', u'timestamp': 1638161712564418,
u'origin_name': u'DD272', u'alert": {u'probe_alert": {u'stage_name': u'ingress_has_sustained_pkt_discards',
u'probe_label': u'Sustained packet discards', u'expected_float_max": 1.7976931348623157e+308,
u'probe_id": u'd3c62fd7-e477-4b12-be00-c5f56eec26a4’, u'expected_float": 21.0, u'key_value_pairs'":
[{u'value': u''facing_1leaf-5110-32-001-leaf1:et-0/0/1", u'key': u'description'}, {u'value': u"et-0/0/0",
u'key': u'interface'}, {u'value': u"'DD272", u'key": u'system_id'}], u'item_id": u'803e000b-6a3d-481f-9f82-
21c02f7533b4', u'actual_float': 22.181704}, u'first_seen': 1638161712564403, u'raised": True, u'severity":
3, u'id": u'ff4da097-7357-4e00-a465-9f8826567eaa'}, u'origin_hostname': u'spinel’, 'device_hostname"
'spinel’, u'origin_role": u'spine'}
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https://www.juniper.net/documentation/us/en/software/apstra/apstra4.0/syslog_configuration.html
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N=FvIN—E (U—RN\—74I>MO-JLEELTVRIHEE) REZERR.
/5/‘\‘”/&’7')“/]
P

leaf1 %
() Active J—R%&E1%EIR Role: Leaf @ Telemetry
Group label: evpn-esi

HERLIZWT —9% )y

Blueprints Anomalies Config Interface MAC LLDP BGP LAG Route Hostname Counters ARP

Interface ~ Type ¢ MAC address ¢ VLAN 2
xe-0/0/6 dynamicMac 52:54:00:0d:b9:51 101
xe-0/0/6 dynamicMac 52:54:00:0d:b9:51 122
xe-0/0/6 dynamicMac 52:54:00:0d:b9:51 100
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MAC7RLA. ARPF=TJIL. N=FvIL¥

> — B3ROk

(571 W)Y

FEHD,

O Active Q Query MAC ARP  VMs

Node Name S/N Hostname Type VLAN VXLAN MAC Interface
leaf2 525400523B46 leaf2 Dynamic 120 25000 52:54:00:66:be:8b xe-0/0/2
leaf2 525400523B46 leaf2 Dynamic 120 25000 52:54:00:0d:b9:51 vtep.32770
leaf2 525400523B46 leaf2 Dynamic 120 25000 52:54:00:1f:7b:e2 ael

leaf2 525400523B46 leaf2 Dynamic 100 10000 52:54:00:66:be:8b xe-0/0/2
leaf2 525400523B46 leaf2 Dynamic 100 10000 52:54:00:fa:6c:9¢c vtep.32769
leaf2 525400523B46 leaf2 Dynamic 100 10000 52:54:00:0d:b9:51 vtep.32770
leaf2 525400523B46 leaf2 Dynamic 100 10000 52:54:00:1f:7b:e2 ael

leaf2 525400523B46 leaf2 Dynamic 122 25002 52:54:00:66:be:8b xe-0/0/2

© 2020 Juniper Networks
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Analyticsifl £

Default Telemetry CEZAV I TERVWES =, FiFRI/ERK T 2B
ERAR. 75— MORME. EZIRIPRRERE 4 (CERTE.

Fv)\EFT4TS52=2T O>T354A42X , I\=FRILA2 D5
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AnalyticsfiE

ERBI : 2y DI EEEFTORFE

LYRNT—D%2Z LA VEICEEHUTEEZEZRHICR R,
(BN ZAYFARA—=ILATEI X NBEFBLTVSH ?
FyNT=HLAY (Ry D —DEZRH)

R - D
Vmwarefljd

NSX-T N=FvIA>T3 RECDEAN
EVPN Type3,5%

-

. A=A BENWE XY MO BIAT

I
. . W= F— T DR
FyhI—=IL113 BGPAT—42
. e IP Fabric = AAITTI—RAITT—hI>%
P $9hB \ >
123 FyhI—2 5T T—2F1— RO T
NS> — UL
. . . Y hI=IL 171 {S9TT—2TFT

XENY—), CPUFEAZR

ZAYFA A1YFB FINAZNILR EE. T

BHEIRECE5 https://github.com/Apstra/iba

TEHRES 9 2 fEIFR (3 &FE 51,
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https://github.com/Apstra/iba

Analyticsifl £

ARG N=FrIL 1> I8,

VMWare vCenter, NSX-T&iEHE,
{RABZAYFEApStraBIB A1/ FDiR— MEEZLLER, AN —EZIRFNITBET75—K,

- VLAN Tag Mismatch
1&K01&. ApstraBIEX1vFICVLANZ BEEXTE .
- MTU Mismatch
- LAG Config Mismatch
- No LLDP Settings

VM Name Hosted On Hypervisor Hosthame  Hypervisor Version

Nutanix%2fNSX lab nsxtedgehostO1

Ext Router VM (nsxtedgehostO1.dc1.apstra.com) pERtegiosal Eflen9
PoSBareMetalApp30 ?::;f:dg:::;tgjll P po—— nsxtedgehostO1 ESXI:6.7.0
PoSBareMetalDB20 ?:::: dg::}:’;:foll dcLapstracom)  "SXtedgenostol ESXI:6.7.0
PoSVMApp&0 [‘:r’:/tlcgzg:;h°5t°1 srv104-26a ESX1:6.7.0

2020 Juniper Networks
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AnalyticsO7—-F7IF+v

Bl : SpinetLeaf A1YFDEA>HTI—RZEZHI U IXMENST1VIENS50%ZBRIL5T75— Mt s,
Leaf AAMYFOCPUEAHZERZEZS—U. 80%%BXIZ575— Mg,

ELftgREDR T OEX

 G—"

Ea1R

)

DashboardHi(C
Processorzifit

€ Vo )

ESRMSR/ — MERE
12971 —AT—SUE

EA{E%50%ICE%E

73— NeFEIF

EHRNR/—REE
A29T1—-AT—HUNE

ESRMSR — MERE
CPUT—SIREE

EA{E%Z80%ICE%E

73— NeFIF /

\3

3 /

> ESHSR) — MEXE
CPUT—SIREE

AnalyticsFHDashboard
X Default Telemetry&($B14

{

17T —A

CPUESHRA
Hy>ak—R

N /

Probel(3#E#XMProcessorh5i% 3. ProcessorOfiFENEICLDProbez HHICIER TES,
EZfR B1R(LProbeD/ERL £ TTOK, Widgets/Dashboard(3B]#R{ILDOA T3>,
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ProbeD{EHRK

ProbeDfERFE(F 3 Do

E)L MM >OProbez{EAL.
BPAERIFICEEN THEITIHD

/ Default Probe \

0 Name =«
selected

Device system health

Device Traffic

ECMP Imbalance (External Interfaces)

ECMP Imbalance (Fabric Interfaces)

ESI Imbalance

Hot/Cold Interface Counters (Fabric Interfaces)

LAG Imbalance

N

© 2020 Juniper Networks

%

E)L MM >OProbeZz{ERAL.
BPAERLIFICFENTIENMITDIED

/ Predefined Probe \

Predefined Probe *

Bandwidth utilization

Device Traffic

Device system health

Drain traffic anomaly

ECMP Imbalance (External Interfaces)

ECMP Imbalance (Fabric Interfaces)

. /

Juniper Business Use Only

ProcessorzilH»EhtE.
FENTProbezERK I 2ED

& -

Probes » New Probe

Name *

DIY_Probe

Description

All_Monitor

<4 Add Processor

N /

Juniper |z
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AZEHRTEHDON ?

F—AUNEEProcessoridApstral—> 1> MOZVUT R I7A IV =2 E ., Ry NI —Ik3sh ST — 4% EUSL TS,
DED, TIAI P THIGURWVESIRT 43, FEITApstral—> 1> MIRVUT R I7A( IV Z2ENT B,

ProbefERiFiE
Default Probe Predefined Probe
a] a]
7]
7]

Processor (—#l)

125991—-AUP/DOWN

FIAI b BGPAT—52A aJ aJ

EVPN Type-5 A7—4%2X
1>%971—2A queue drop
AOS_CLI SFP TX/RX Power N/A N/A N/A

VXLAN AF—%2A

#A#—=NLAPing

AOUTb
YERY%

N/A N/A N/A

ASICAT—H9A
2020 Juniper Networks X JUDLBVQ! | 26
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ProbeDiE3f

T IAN MR UAOS CLIZERUARFEHDProbe—&,
SGERJuniperttIEARYIR— M Dprobet EF N3 HEIRIT TR,
St predefined probeREFERIBENZFEDZHIuniper(CI>5T K,

IBA Probes

The devices managed by Apstra AOS generate large amounts of data over time. On its own, this data is voluminous
and unhelpful. Through Intent-Based Analytics (IBA), AOS allows the operator to combine intent from the AOS
graph database with current and historic data from devices to reason about the network at-large.

For a detailed explaination of AOS IBA, please watch our recent webinar "Intent-Based Analytics: Prevent Network
Outages and Gray Failures"!

Probes are the basic unit of abstraction in IBA. Operators can configure, create, and delete probes. Generally, a
given probe consumes some set of data from the network, does various successive aggregations and calculations
on it, and optionally specifies some conditions of said aggregations and calculations on which anomalies are raised.

Time Series
Datastore

https://github.com/Apstra/iba

X JunosT{EZBProbeD—E& (. FIFEIEBEEDFE-
2020 Juniper Networks JUﬂlpe ‘ 27
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Default Probe
T — T MERSIC B BN AE RSN BProbe, h BB IILEE TOProbet = TE&IE,

Blueprints 22 Analytics " Probes

0 Name » Anomalies ¢ State ¢ Updated By ¢ Tags $ Enabled $  Actions

selected Off/On  #m&E HIlBR

Device system health @ System adayago / 5/* = ‘i/
Device Traffic & admin adayago

ECMP Imbalance (External Interfaces) @ System adayago
ECMP Imbalance (Fabric Interfaces) & System adayago
ESI Imbalance @ System adayago

z &

RABAA

2020 Juniper Networks JUDLBQ! | ®
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Default Probe

ProbeNBDZE E (FHRENTNBITI. ’77“1’7
/
4
Hot/Cold Interface Counters (Fabric Interfaces) & admin 5 hours ago [ on @) | &8 ¥
N g — — y—— I Jn
F(CProcessorDim&EZ1T2. AT, “Hot/Cold Interface Counters”"dl, 9}’ 7
{l
leaf interface traffic Processor: leaf interface tx avg @ Periodic Average v s~ Z |®& ¥
fmEE 9 BProcessorziEiR
leaf_int_traffic / Inputs
E ﬁ leaf interfacetxa\‘; ’ bt Stagw i
leaf_int_traffic x
leaf_int_tx_avg b=

ProcessoriREDEFH(L. “Processor”’MIB Tal iR A#sR

2020 Juniper Networks ) . JUﬂlper | 29
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Predefined Probe
Predefined ProbeZzEh R{ERK .

Blueprints 22 Analytics

[ New Probe

2 Probes © Create Probe ~

Predefined Probe *

&
Instantiate Predefined Probe

Bandwidth utilization
Device Traffic ProbeZzi#iR
Device system health
Drain traffic anomaly

ECMP Imbalance (External Interfaces)

ECMP Imbalance (Fabric Interfaces)

=
X, Import Probes

v

CPU utilization threshold

80 +—— RMBEZER

If percentage CPU yMlizajfon exceeds the threshold, an anomaly is raised

Memory ujffizatioyf threshold Eﬂ ﬁ-ﬁ u%(:_—ﬁ\ 5_'114
80 LD ICS A—H D3}

If percentage ghemory utilization exceeds the threshold, an anomaly is raised

Disk utilfation threshold

EEHORE.
RizE. Probelc kiR 4

2020 Juniper Networks
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If percentage disk utilization exceeds the threshold, an anomaly is raised
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Predefined Probe

https://www.juniper.net/documentation/us/en/software/apstra4.1/apstra-user-guide/topics/task/probe-
predefined-instantiate.html

© 2020 Juniper Networks

Predefined Probes (Partial List)

ECMP Imbalance (External Interfaces) Probe

ECMP Imbalance (Fabric Interfaces) Probe

EVPN Probes

External Routes Probe

Device Traffic Probe (aka Headroom probe)

Hot/Cold Interface Counters Probe

Hypervisor MTU Mismatch Probe (Virtual Infra)

Hypervisor MTU Threshold Check Probe (Virtual Infra)
Hypervisor and Fabric LAG Config Mismatch Probe (Virtual Infra)
Hypervisor and Fabric VLAN Config Mismatch Probe (Virtual Infra)
Hypervisor Missing LLDP Config Probe (Virtual Infra)

Hypervisor Redundancy Checks Probe (Virtual Infra)

Interface Flapping Probe

Interface Policy 802.1x Probe

MLAG Imbalance Probe

OSPF Sessions Probe

Total East/West Traffic Probe

VMs without Fabric Configured VLANS Probe (Virtual Infra)

Juniper Business Use Only
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Probe®i:Efl — AOS CLI/SDK

ApstralcE)L b &N TProbell 4+ #5155 AOS CLITA VA=) 3,
Predefined Probell(3EFREN TLRWA, Apstra SDKHMSLXKDHhDprobezF|FAI3ENTIEE,
B, EOLS2probeNBEEEN TV TEDTINAATHIATEANE., IRTEIENF, RNV E,

A>A M=)V FINE

=14
-AOS-CLIA/>ZA =)
MAOS-CLIZ7Z7 AT Hadmin®D /AR J— FIZAPI/GUID /N R — K,
-AOS SDK#%DLU. Apstralc7yJO—RU. &R XEBFHI>

1.Apstra GUILD, Custom Collector PackagezApstra AgentlCA>Ab=)l,
2.Apstra GUI/CLI&LD, H—EXLZZNIDT7YTFT -k, (option)

3.Apstra CLI&D. ProbeZ% 1 D9 Di#IRA%. Apstralcf>Ab=)l.

4.Apstra GUILD., 1A M—=)LHERR

A A=) DProbeDiREE(E. EJL M >DProbek @4k,

ssssssss


https://www.juniper.net/documentation/us/en/software/apstra/apstra4.0/aos_cli.html
https://kb.juniper.net/InfoCenter/index?page=content&id=KB37156&actp=METADATA&act=login

Probe®i:Efl — AOS CLI/SDK

1.Apstra GUILD. Custom Collector Package”y70—RU. Apstra Agent(CA>Z M=),

O—h)LPCTSDKZAREL. Devices > Agent ProfileslcT Devices > Agent >#Agent
Devices > Packages w&EPackagez7vJO—R, Profilesz{ERk %2 Profiles#i#EiR
X junosMizA. aosstdcollectors-custom-junos

Edit Agent Profile Edit System Agent

Upload Packages

Profile Parameters Platform

Drag and drop files here or click the button below. Name * Junos

JUNOS-packege
Junos (from agent profile) will be used if the platform will not be selected

Platform
B Choose Files Username

Junos Set username? P rofl | eS%E}R

Username (doesn't have one)
[ 2osstdcollectors_custom_junos-0.1.0.post470-py2-none-any.whl 398kB % Set username? root
Edit Agent Profile Password
Set password?
X, Upload

> Query: Al 177 l ------- | /
\ L e Erel Version ¢ Agent Profile /
ackageZi&iR

0.1.2.p0st470 JUNOS-packege
aosstdcollectors-builtin-os10 0.1.0.post470

0.1.0.post470

ZPackaget i
© 2020 Juniper Networks Xé ac age%L}R JUﬂ”:)er ‘
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Probe®:E — AOS CLI/SDK

3. A0S CLIKD. ProbeZzi&RUL. 1 D9 DApstralc1> X =)L

APS CLIOZT 1 >

$ docker image load -i aoscli-release_4_0_1_12.tar.gz

Loaded image: aoscli:release_4.0.1.12
$ docker run --rm -ti -v $HOME:/mytmp aoscli:release_4.0.1.12 -s 172.27.113.223

AOS CLIKDProber>> X ~—=JL

aos> probe create --blueprint 7d47be2e-4ef7-4a8b-a42a-35bfc9a8b6d9 --file
/usr/local/lib/python2.7/site-packages/aos_cli/resources/probes/sfp.j2

XAOS CLIT(E. U TFOLDICRE =M., EIRO]EE

aos> probe create --blueprint 7d47bele-4ef7-4a8b-a42a-35bfc9a8b6d9 --file /usr/local/lib/python2.7/site-packages/aos_cli/resources/probes/sfp.j2
bum_to_total_traffic_anomalies. j2
static_vxlan_vtep_anomalies.j2
counters_error_anomalies. j2
interface_status_anomalies. j2

arp_usage_anomalies. j2
hardware_vtep_counters_enabled. i2

Juniper Business Use Only
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Probe®iENl — AOS CLI/SDK

4.Apstra GUILD, 1> =)L hE

Devices > Services

A A=K RS

IS-"B3%a. 2

=111

TI>—HEsRHu]EE

Blueprints > xxx > Analytics > Probes
ZH T 0—-JZERL. KRR

Filter selected by © all

Device
Oselected

DD272 (spinel,
172.27.115.195)

WT3717370014
(1leaf-5110-32-
002-leafl,
172.27.114.93)

WT3717370020
(1leaf-5110-32-
001-leafl,
172.27.114.92)

v @ » Devices » Services » SFP

selected only

Service
Started?

unselected only

Interval,
Ed

120

120

120

Input

Run
Count

816

816

816

Success  Failure
Count Count

816 0
816 o
816 0

Max
n
Count

Execution
Time, ms

1890.70

221429

2145.13

Waiting
Time,
ms $

0.27

Last Run

Timestamp  Timestamp

2021-11-
30,
18:14:34

2021-11-
30,
18:14:35

2021-11-

30,
18:14:34

PageSize: 25 -

Last Error
Error

message

@® Dashboard |2 Analytics

2020 Juniper Networks

I5—-HRVCExHER

¢ @ » Blueprints » 4.0.1-Hatsudai » Analytics » Probes

|ﬂ Staged

o

s Uncommitted

Ziif Active

of

'3 Time Voyager

Stage: media_type & Persisted %J 1‘:@5)( - 9 - @Hy?%qﬁsﬂl &EE Eﬁ?\

uu
>
Data source: Real Time v
ﬂ Interface transceiver ...
» Query: All Page Size: 25 ~
media_type s
System D@ 2 nterface | terface Desc® ¢ 2 P
ﬂ Interface transceiverr... 7 0 s 7 7 s
rx_power = DD272
spinel et-0/0/0  facing_1leaf-5110-32-001-leaf1:et-0/0/1  et-0/0/O|media_type ~ 40GBASE CU 1M adayago
. Spi
ﬂ Interface transceiverr... P
rx_power_has_warn bbz72
spinel et-0/0/1  facing_1leaf-5110-32-002-leaf1:et-0/0/1  et-0/0/1|media_type =~ 40GBASE CU 3M aday ago
Spine
ﬂ Interface transceiver t...
WT3717370014
temperature e 1leaf-5110-32-002-leafl  et-0/0/1  facing_spinel:et-0/0/1 et-0/0/1|media_type =~ 40GBASE CU 3M adayago
Leaf
l | e |

Juniper Business Use Only
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New Probe
EILMM > TEESINTULBProcessorz{ElL), Probez iR {/ERk .

I Analytics #° Probes © Create Probe ~
[M New Probe
& Instantiate Predefined Probe
Probes » New Probe
é Blueprints X, Import Probes

-

*
Name

Interface UpDown 10G Server Port «<——— PrQ be%

Description

7wy
L~

<+ Add Processor

2020 Juniper Networks Juniper Business Use Only JUﬂ”:)er ‘
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New Probe - Processor Type

Processor(dfy b —Itkas M S RIBIRZ S I 51 7 —FHUSEL |,
DT —HZEDLIIAIEFTINER T B 7 —HYUIEE |([CHFESN D,
(FUBHICT —FEUSELZ RS TDET —FIULIBREIZHR{T(T 5,

7 SExERIProcessor
Interface Counters A2HT1I—ANTH—ZEE
El Service Data Collector BGP. LLDP, 125J1—ADAT—4 X, Hostname
Bl Generic Service Data Collector  FEEBANDT—9%EUS (HHTA—Xwh : String)
[l Extensible Service Data Collector ~ _FEEBANDT—4%ZEE (HFHTA—<wh : Dictionary)

El Generic Graph Collector H3TF —AR=ZADHIVCH I BIEE =L T
EVPN Type 5 EVPN Type5 RouteZEiS
EVPN Type 3 EVPN Type3 RoutezEig

2020 Juniper Networks . JUDLBQ! | ¥
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New Probe - Processor

T —IBRY DProcessor— &,

« Processor: Accumulate

» Processor: Average

» Processor: Comparison

» Processor: Detailed Interface Counters

» Processor: Match Count

» Processor: Match Percentage
» Processor: Match String
» Processor: Max

T —HIR R ProcessorDFMIFIES,

Processor: Min

Processor: Periodic Average
Processor: Range
Processor: Ratio

Processor: Set Comparison
Processor: Set Count
Processor: Standard Deviation
Processor: State

Processor: Subtract
Processor: Sum

Processor: System Utilization
Processor: Time in State
Processor: Union

https://portal.apstra.com/docs/probes.html#creating-probe

© 2020 Juniper Networks
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New Probe - Processor Data Type
T —=HIBRIDProcessor(FZNAREICLD, 1> TYN/TIRNTYNTERT—AFIATHEEREINTLS,

Add Processor ({5l))

Processor Type *
Min

Processor Name *

Min Processor Type.

v Groups as described by group_by, then finds minimum value and
outputs it for each group.

Possible input types: NS, NSTS. Possible output types: NS.

Number Set

Text Set

Discrete State Set

Number Set Time Series
Discreate State Set Time Series

© 2020 Juniper Networks

#E

FFEI
[‘'up’,/down’]DLICEEZIDHFNS—DHIENDED
RFR5| DT —4 (FE(CHistoryTHEA)

BF R TEEOEZIRSED (FE(CHistory TER)

Juniper e
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New Probe
ProbeDFARVERL Dt

() H—){—hMEHEEN. 10G SpeedD1>4%J1—AUp/DownzE=4,
A2HATI-ZANFT O UIEB T 5— MR,

Add Processor

* .
Processor Type Service Data Collector Processor.

Service Data Collector +—— 5 —4H{§Processorzi&iR Collects data from the specified service. For example, for 'bgp'
service that would be status of BGP sessions. Objects to be

Processor Name * monitored are configured via the graph query and key. In our
example with BGP, key should evaluate to (locallp, localAs,
Input UpDown Status <—— {E£EDProcessor remotelp, remoteAs). For interface-based services such as

'interface' and 'lldp', key is an interface name.

Output Stage Name: out * ; .
This processor has no inputs.

Output UpDown Status +—— 5—454L3BProcessor( 5| FE ITEEDZE]

2020 Juniper Networks JUﬂ”Der | 40
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New Probe

| m Input UpDown Status

| Output UpDown Status

4+ Add Processor

Processor: Input UpDown Status [ Service Data Collector

Properties
Graph Query *
R e o o) Graph7IUTU FO&HEES.
o ' t ', - _ ! ™ —_
‘:u!(e‘l"::_;rr ace', name='int_one') a Ro|ej)\|_eaf_c"@5(_t°

.node('link', name='link’, speed='10G")

in_(Ink") - UDIZAE—-RA'10GTHDIE,

.node('interface’, name='int_two')

::c;d(:(‘?s!;[sc(i;vlwr".‘f\ra’r?wcec-s'ls)ys_(wo', role='l2_server') - *ﬁ'ﬁ“ﬁ?ﬁb‘"—z.ﬂ- _} (‘_G @5 (—_’.t o

.ensure_different('int_one', 'int_two')
+ Add Graph Query

One or more queries on the graph to get nodes to be monitored. Results from all queries are concatenated and they must have the same named nodes as names used in properties.

Service Name *
interface 4 H—P 22T ATIHBIEIR

Keys "

interface ¥ e BEAR G DT ST OTUDTO/ G+
List of property names which values will be used as a key parameters for the service.
System ID *

ssonesystenid +—— /§ = /7T 1)D'name’. 7’0/ T« 'system_id’

Expression mapping from graph query to a system_id, e.g. "system.system_id" if "system" is a name in the graph query.
-~ —_ —_
padtionaliers EERIERCIIRTZVEF—
N . . e 7 7 O ——
interface str(int_one.if_name) G 7 - j / ] I IJ d) name. 7 l:l } \T /f
+ Add Key
Each additional key/value pair is used to extend properties of output stages where value is considered as an expression executed in context of the graph query and its result is used as a g

Enable Streaming

Makes samples of output stages streamed if enabled.

© 2020 Juniper Networks
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New Probe — Graph Database

Apstrald¥Graph DatabaseTRY NI -2 AEZEEL T\,
IBATESR T —A%ZEUS I 3R AT YD) — Rz T TEE I B,

Graph Query *

node('system', name="'sys_one', role='leaf') «— ‘system’/—R
.out('hosted_interfaces') «— ‘system’t’interface’®UL—33>%
.node('interface', name='int_one') «— ‘interface’/—R
.out('link") «— ‘interface’¢’link' UL —33>%
.node('link’, name='"link', speed="10G") «— ‘link"J—RK
in_("link")
.node('interface', name="int_two')
.in_("'hosted_interfaces')
.node('system’, name="'sys_two', role='l2_server"')
.ensure_different('int_one', 'int_two")

X J— RO 'system’ ' interface’ £ W\ ofe NP, UL —23>Z(EFHDBARTEERINTL D,

Graph Database®:E#fli(EI55,

https://portal.apstra.com/docs/database _concepts.html
2020 Juniper Networks JUHLBQ! | 42
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New Probe
ProbeDFARVERL Dt

E Input UpDown Status

Output UpDown Status

<4 Add Processor

_—~ 7B ProcessorziEf
4~

Add Processor

© 2020 Juniper Networks

Processor Type *
State <= Processor’{ S iR N

Processor Name *

Interface UpDown Status Check <t {f%@PI‘OCGSSOFﬁ

Output Stage Name: out *

Interface UpDown Status Check +—— {EE(DStage$

Check that a value in states.

Accepts DSS or DSTS as types for the 'in' input and checks that a value
is one of the specified anomalous states. Outputs DSS with anomaly
values, such as 'true' if the value is in the specified states and 'false'
otherwise.

Juniper Business Use Only
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New Probe

© 2020 Juniper Networks

)

m Input UpDown Status

Output UpDown Status

n Interface UpDown Status Check

Interface UpDown Status Check

+ Add Processor

* A

Processor: Interface UpDown Status Check O state

Inputs

Input Stage: in*

Output UpDown Status <G 'flﬁﬁziﬁafo)?—@HW%PrOC
Properties
Graph Query
No items.

+ Add Graph Query

One or more queries on the graph for probe parametrization. Results of the queries can be accessed using th
available as "query_result{0]["ps"]".

Anomalous States *
donn' e ANomaly&$I¥i g 3A57 -5
Expression that evaluates to DS value or list of DS values which s used for the check. For example, it can be:
Anomaly MetricLog Retention Duration
so100 = )72 AR¥FI BHFH]
Retain anomaly metric data in MetricDb for specified duration in seconds
Anomaly MetricLog Retention Size
1073741824 4 T DIFEHA X
Maximum allowed size, in bytes of anomaly metric data to store in MetricDB

Anomaly Metric Logging
Enable metric logging for anomalies

@ Enable Streaming 4 AnomalyDFEBE=Z45)> ) H

Makes samples of output stages streamed if enabled.

Raise Anomaly G Anomalytﬂflﬂi"ﬁbtﬂﬁ())?ﬁ—f

Whether to raise an anomaly

Juniper Business Use Only
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New Probe

Search stages...

m Input UpDown Status

Output UpDown Status

_n Interface UpDown Status Check

[

Interface UpDown Status Check

&

A

All Probes

All Probes

© 2020 Juniper Networks

ProcessorDStageNs AT —H Rz TE D,
Probe®Anomaly(¥Default Telemetry®
Dashboard CHHEERA],

Probes » Interface UpDown 10G Server Port © No anomalies

& admin inafewseconds  Enabled m

Stage: Interface UpDown Status Check  Discrete State Set

Anomalies Only

» Query: All

[Jfalse []true

System ID® & 'O"tef“e

5254005CFCBF

evpn-esi-001-leaf2 xe-0/0/1
Leaf

5254005CFCBF

evpn-esi-001-leaf2 xe-0/0/2
Leaf

52540081FC6E

evpn-single-001-leafl  xe-0/0/2
Leaf

Anomaly

No anomaly

No anomaly

No anomaly

Value® ¢

false

false

false

0 anomalies

Juniper Business Use Only
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Widgets

AnalyticsFMDDashboardz{Epk 9 31z, widgetsTEZfR I BProbe®Processor StageZzi&EiR,

Blueprints

2020 Juniper Networks

[~2 Analytics

Widgets © Create Widget

Type *

Stage +«—— StageZzi#EiR

Name * — ERDZLH]

Interface UpDown Status Check

Stage *
— FFZROProbe%i&EiR
Probe Interface UpDown 10G Server Port
— IRODStageZziFEiR
Stage Interface UpDown Status Check

Stage Output Customization

SR —JICEE T VEZEIR Visible
\ ~
System ID
Interface
Anomaly
Value
Updated

uniper Business Use Only
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Widgets

Show Contextual Information

Show information from related stages.
» Query: All

Spotlight View

Show an extended view of a single stage item.

FIVIFBEEE ) -’ D% 1 DICEEDD,

\ 4

FIVIIDEA—AA—TERTRR | oemoo
5254003804CB
spine2
Spine
525400523B46
leaf2
Leaf
5254009B6BBO
leaf1
Leaf

5254003804CB
System ID spine2
System ID® Value®
Updated
0 1 5254003804CB
spine2
Spine
o 1
1of5 >
525400523B46
leaf2
Leaf
0 1
N w —
FIvIURWE )+ R ZR TR,
5254009B6BBO
leaf1
Leaf
o 1

© 2020 Juniper Networks
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Value®

FIVIURWET ST TR,

System D@

525400523B46
leaf2 1
Leaf

5254009B6BB0O
leafl 1
Leaf

525400CA6856
leaf3 2
Leaf

Juniper
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Dashboard

Widgetsh*sAnalyticsFDDashboardz ERk .

[ Analytics @ Dashboards © Create Dashboard ~

[ New Dashboard

Dashboards » New Dashboard d Dashboard

Blueprints H5 L2k

Name * Layout
One-column @ Two-column Three-column

Network - Layer 1 +=——= Dashboa rdgl

Dashboards may have up to three columns for widgets.

Description Default

(I «—— Default Telemetry®Dashboard(c 53 15&(EON,

Default analytics dashboard will be shown on the blueprint's dashboard.

JUwHLTwidgets#zigEiR

4 Add Existing Widget 4 Add Existing Widget
OR OR
(+] Create New Widget (+] Create New Widget
2020 Juniper Networks JUﬂlper ‘ 48
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Dashboard

Add Widget

Interface Status ~—¢—— Widgetsi@}R v

© 2020 Juniper Networks

Add Widget

Interface Status

System ID

Updated

5254003804CB
spine2
Spine

18 days ago

View stage

— w2 Twidgetsz)EiR

+ Add Existing Widget

OR

(+] Create New Widget

Create Dashboard

Add Widget

Interface Flapping (Fabric) <= WidgetsLiETR

Add Widget |

juniper |
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NST1YIENSF-UYY

2y NT=HID STy E%Apstra®dGUITHZ U4,
> Analytics®Probe “Device Traffic’ "Bz THdE.

O Active B Physical

Layer  Traffic Heat <——— Traffic HeatZzi®iR

W0-20% M 21-40% W41-60% M61-80% M81-100%

E S SR X S D)

leaf2

Hostname: leaf2

. Total TX: 5.33 kbps (0%)
~ Total RX: 0.00 bps (0%)

Ry R —IHEROR— MBICEZSU> )

‘e Max Link TX: 0% 2 evon single 001
Max Link RX: 0% j ‘
“ switch|

Color

W0-20% W 21-40% M41-60% M61-80% M 81-100%

Show Aggregate Links Show All Neighbors ~

rackl-serverl
[ w0310 rack1-server1
svch srver
leafl e eth2 dualstack_example_r...
—K I w
switch2-serverl J t\&a )J a 1 xe-0/0/2 A xe-0/0/1 spine2
spinel

switch1-serverl

© 2020 Juniper Networks
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NST1YIENSF-UYY

Time SeriesziZiR9I 3L, BEISHD N J1vI=Zv]fRILTED,

Topology Nodes Links Racks
Grouped Compact © Full
Mar 22, 21:00:00

Feb 28, 18:00:00 (Retention Duration: 30 days)

Layer Traffic Heat

W0-20% M 21-40% M41-60% W 61-80% W 81-100%
R

Real Time | @ Time Series l/Aggregation: 1 Hour ~

——

Mar 23, 14:00:00 - Mar 23, 15:00:00 Mar 23, 21:00:00

EIRUIFEPR TR Z A 51 K

10
\ B8R Mar 30, 16:23:13

spinel

Show All Neighbors ~

leaf3

—
leaf1

T — leaf2

© 2020 Juniper Networks
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NEBEZSVIH-N

ApstrahMEiF I 3ELRT — AR MeAERY —)\\GPB TERIX TZ3,
JuniperB 7394 > =FEUYR—- N3 XNHIZXTLI4,

- Telegraf
- Elastic Stack (RHAXSv—/\—-23> THIKN—MFTE)

TelegrafsXE 375

Receiver Configuration
https://portal.apstra.com/docs/receiver configuration.html
Apstra github aosom-streaming
https://qgithub.com/Apstra/aosom-streaming

ssssssss


https://portal.apstra.com/docs/receiver_configuration.html
https://github.com/Apstra/aosom-streaming

NEBEZSVIH-N

SAEBEZAUS I Y- NDEER.

Platform

User Management

Users

Roles

External Services

Syslog Configuration

Streaming

1
© Create Receiver

2020 Juniper Networks

Hostname
1.234 <«— Z{EY-/NIP7RLX

*

Port

4444  +— ZEH-)UR-IES

Message Type

Alerts AR ABDEX] (PrometheusH)
Alerts «— XEIBIAVE-SH1T N
i 7 Events AR MABEDER (InfluxDBR)
Sequencing Mode * Perfmon StatsZFEDHI>A—T—4

Sequenced «—— (3%1) |
(%1)

https://portal.apstra.com/docs/aosom_streaming.html?highlight=sequenced#aosom-streaming-
reconfiguration-after-aos-server-upgrade

54
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Y ND— IR SRR

ApstralFEBIBL TV RY KNI —=IDFT —AR-IN5, XY KD —-IEEDIRRZHE

- FYND—JIEEDORHEIRLER LOREERE.,
- [FERRE O, EIREECHH DRI ORHEN KON TS,

-
(f51)
125I1—-RA59>

LLDPIS—

BGPRAIN—=5U>

'_

._

-
o— Q - Q
‘. / / Q o
./ & .!(. N\e
o, TN \
eoo0e®

BORR Zf# T - #HiS
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Y ND— IR SRR

Root Cause IdentificationM3%iE .

O Active

Model Name

connectivity

Trigger Period ™

10 «— FIvIRIFR

Root Causes © Enable Root Cause Analysis

Model Name <

connectivity «—

Description

FEEDOEDRRXKZHRE

Disconnected between spine2 and
evpn-esi-001-leaf2

Timestamp

a few
seconds
ago

Symptoms ng 0)%% %*Eﬂ:

o BGP session down from spine2 (ASN: 64513 IP: 172.16.0.8) to evpn-esi-001-
leaf2 (ASN: 64515 IP: 172.16.0.9) (link)

¢ BGP session down from evpn-esi-001-leaf2 (ASN: 64515 IP: 172.16.0.9) to
spine2 (ASN: 64513 IP: 172.16.0.8) (link)

¢ Interface xe-0/0/2 is miscabled on host evpn-esi-001-leaf2 (link)

¢ Interface xe-0/0/1 is miscabled on host spine2 (link)

© 2020 Juniper Networks
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