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CloudShark (Z/\oyhFvTFv—DF7T—4 (PCAPI7A)) Z2FK_EE3 Web JS5YNIA—-ATY
20229H12HLBUBZF. CloudShark (& Mist tDFFEEZZEEL. BREIOD CloudShark 7h7> MIWAEICRDFS
(5¥#f: Mist Dynamic PCAP - FAQ - https://www.gacafe.com/resources/mist-dynamic-pcap-faq/)

7547 > D Insights @ME(CHD Client Events (CEE#ExE11d Bad LARILDAARD NI
AIQHIBT T E (SO TEEINIC\ Y hMv T Fr—hEREN PCAP J71 LA Mist Cloud LEICREFENFET
D PCAPJ71 )& CloudShark %’fﬁﬁﬁ?%;tt Web 77'3*J“7J‘bl_hz§mé’e‘5c_c‘:b‘f§$?

& Cs Personal Saas

https://ap-logs-production.s3.amazonaws.com/ap-es/ap/5¢-5b-35-0e-06-6d/dt%3D2021-07-09/4e2cefba-e066-11eb-81
Client Events 86Total 75Good 5 Neutral &Bad

success f— | Start typing a Display Filter « Apply | Clear Filters »
Authorization & LD Sales area AP LD_Kitchen = Ho. Time Source Dest inat ion Protocol Length Ir
Association 1 0. 000000000 06:be:26:78:4b:fe Mist_00:41:b2 802.11 279 A
2 0.000197000 0B:be:26:78:4b: fe Mist_00:471:k2 802.11 279 Lo
117 FBT Failure@ LD Kitchen Aesl E9dem 3 0.009448000 06:be:26:78:4b: fe Mist_00:41:b2 802.11 27 )
N 4 0. 009485000 06:be:26:78:4bife Mist_00:41:b2 302.11 279 A
DNS Success LD EBC Band 5 GHz 5 0008478000 06:be:26:78:4b:fe Mist_00:47:b2 802.11 274 A
- ,B 0. 033386000 Mist_D0:41:b2 06:be:26:78:4b:fe 802,11 262 A
Gateway ARP LD EBC Description Status code 79 v 4
Success h "Transmission failure" ,’ [N
,/
11r Reassociation LD_EBC P Frame 1: 279 hytes on wire (2232 bits), 279 bytes captured (2237 bits) on interface 0 000000 00 26 00 6f 05 00 ¢
= P4 Interface id: 0 (unknown) 0010  &f 37 26 €5 00 00 00 O
7 ) > Download Packet Capture s Encapsulation type: [EEE 802.11 plus radiotap radio header (23) 0020 01 00 00 10 18 00 03 0
11r Reassociation LD_Kitchen e Arrival Time: Jul g, 2021 03 32:36. 744175000 UTC 0030 5b 45 00 41 b? 06 be 2
- ~ s Time chift for thic pa 0.000000000 seconds 0040 b2 §0 22 02 00 01 00 0
| 4w Analyze Packet Capture | v Epoch Time: 1625801556, ?441]5000 seconds
11r Reassociation LD EBC ~ A Time delta from previous captured frame: 0,000000000 seconds 0050 04 01 00 00 0Ff ac 04 0
Time delta from previous displayed frame: 0,000000000 seconds 0060 00 fb a0 ab 63 33 08 5
Time since reference or first frame: 0.000000000 seconds 0070 b8 36 03 d4 51 00 37 7
DNS Success LD_Kitchen h Frame Number: 1
- | Frame Lenzth: 279 bytes (2232 bits) 0080 00 00 00 00 00 00 00 0
i Unlper i
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1. [Organization] M5 [Settings] Z:&RUET

,93‘ Clients

[3 Access Points

4 Location
u[][] Analytics

o Site

@ organization
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ORGANIZATION

Wireless

Administrators Labels
Audit Logs RF Templates
Inventory WLAN Templates

Mobile SDK

Site Configuration

Subscriptions

2. [CloudShark Integration IOIERI(C
API h—=%>& URL ZADULET

Mist
@ Monitor
E] Marvis™
22 clients

E] Access Points

(&) wan Edges

4 Location

o I:I[] Analytics
oy site

@ Organization
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’ ORGANIZATION

O Require 2-factor authentication

Session Policy
Session Timeout after | 1440 minutes

Inactivity Timeout after | 0 minutes

Auto-Provisioning
Configure Auto-Provisioning

Site Assignment
Enabled

AP Name Generation
Disabled

Device Profile Assignment

Enabled
APl Token Create Token
Name Access Site Access

to all RadSec servers.

View Certificate

RadSec Certificates
CA certificates for use by Mist APs to validate
certificates presented by RadSec servers.

Add a RadSec certificate

AP RadSec Certificate
Signed certificate for use by Mist APs to identify
themselves to RadSec servers.

Add AP RadSec certificate

CloudShark Integration

Cloudshark API Token

CloudShark URI
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3. [Save] Z0WILEERNSZIRFLET

THU,1203PM 2 Q (@

Delete Organization Save Cancel
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1. [Monitor] i*5 [Service Levels] % 2. [Insights] Z:&IRUL. UMD [Client] h5
EIRUET EBDISA 7> NeEIRULE T

M on |to | wireless | wired | wan | USRS iPhone ~ Today ~
site Live Demo -
A iarvice B Alerts Access Point
Wen ew Se Client Il Search by name or MAC Q
Switch MacBook0467 -
O) Clients
] Gateway mauna kea
Mist-13s-Mini
Wired Client ) .
B Access Points Mist-15s-Mini
Mist Edge Mist-18s-Mini
Mist-6s-Mini
m— [ 06-be-26-
Access Points Associated Clients - Mist-Pi-102
Live Di
e DEmo Mist-Pi-104
r2dz2
12:00 AM Jul 9 - 03:30 PM Jul 9 rajkunjit-mbp
12:00 an 3:00 am | Raspberry Pi Trading Ltd i
Total bytes bb b
12:00 AM Jul 9 - 03:26 PM Jul 9 | b rerabbs-mbp
[1z:00 an B RLDP
5 MB
D5 Mbps rosie
chindes fa:ff:c2:0f:70:d9 § ~ LI
. a1
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3. [Client Events]ICT{EE® Bad LNILDANR MziEIRLU. [Analyze Packet Capture] Z0UvJLES

Monitor | wireless | wired | wan iPhone = Today =

!l.l 06-be-26-78-4b-fe

Live Demo

12:00 AM Jul 9 - 02:40 PM Jul 9

(drag an area of interest to Zoom In)
1 Mbps I \
Su I 1\
[N AN \ S
1920|1211 EMIEAE

12:30 pm - 12:40 pm, Jul 9: 2 MB, 0.03 Mbps

11r FBT Failurel'y_

Iy b TFr— RN
ARY NMIEPCAPI7ANDIF EERT

Client Events ssTotal 75Good 5Neutral 6Bad

it

11r FBT Failure[l LD_Kitchen
j g I 11 AP LD_Kitchen Al el T S )
I \\ 0) ; h— 0 D\§ I é i a_ Authorization LD_EBC
g J J / \ Failure! RSSI -85 dBm

11r FET Failure [ LD _IDF_B AP

™ Analyze Packet Capture

Auth
Failure(l Description Status code 79

11r FBT Failured LD_Kitchen

11r FBT Failurell LD_JSW_aP

3 Download Packet Capture 7
&iw Analyze Packet Capture
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NI 7y T TREFIANRRINDDT 5. CloudShark £T PCAP Jr(ILhBIEEF T
[OK] 27 )yIuL&E 9

. S Personal SaaS
Cloudshark Data Notice X
https:/fap-logs-production.s3.amazonaws.com/ap-es/ap/5c-5b-35-0e-06-6d/dt%3D2021-07-09/4e2cefba-e066-11eb-8(
By clicking on the CloudShark link, you are consenting to allow P
tart typing a Display Filte « Apply = Clear Filters =
CloudShark to open (using HTTPS) the selected PCAP file to - - sl :
Cloudshark's platform in order to :e’fc-rrr‘ packet analysis. For B No. Time Source Dest inat ion Protocel Lensth In
SECLr 'L-1|- pUrposes, dﬁ.l:'r an I"UL.-' |'_|"||:. URL IO access |:||_:|_||J5_h,__;_| k 1 0000000000 06:be:23:78:4b:fe Mlst_004]b2 802.1] 2?9 Au
vill expi d CloudShark will per antlv delete vour PCAP 2 0.000197000 06:be:26:78:4b:fe Mist_00:41:b2 802.11 279 A
will expire, and Cloudshark will permanently delete your PLA 3 0. 009448000 06:be:26:78:4bife Mist_00:47:b2 502.11 279 A
file. For more information about CloudShark, please go to 4 0009465000 06:be:28:78:4bife Mist_00:41:b2 802.11 79 A
: ! PR ] 0.008478000 D6:be:26:78:4b:fe Mist_00:41:b2 80z.11 279 Au
Yo L= ar f = -
A S 6 0.023386000 Mist_00:41:b2 08:be: 26:78: dbife 802.11 267 i
Don't show this notice again. B
i . . : ; 0000 00 00 2b OO0 Bf 08 00
oK Frameln.lt.erzf?agcebyitde:s Oon(utlkrn%w(n%ES? bits), 279 bvtes captured (2232 bits) on interface 0 0010 & 37 26 5 00 00 00
Encapstillia_tion jy?es [5%51 F 32 %u_slfdﬁ(]:légaspu]tgdm header (23) 0020 01 00 00 10 18 00 03
rriva | me L
A Time shift for this packet: 0.000000000 seconds ggjg E,?- fg gg g; Eg g? EE

Epoch Time: 1625801556.744115000 seconds

Time delta from previous captured frame: 0.000000000 seconds o050 04 01 00 00 OFf ac 04
Time delta from previous displaved f_rame: 0, 000000000 seconds 0060 00 fb &0 ab B3 39 0%
Time since reference or first frame: 0.000000000 seconds 0070 b& 36 0% 44 51 00 47

Frame Number:

A=) Frane Lenath: 279 bytes (223 bits) | 0080 00 00 00 00 00 00 00
CloudShark (C#EBSNfz URL (F1BFR&(CHIBREN.
BriXanfz PCAP J71)UIE CloudShark _Ehs5E£(C
HIpRENE9
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