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Network Programmability
« WPA3. OWETZF1UF1E—F

Simplified Operations
« RFF>JL—NMNIETOAPET IVZIENN
o TI\AZXTOT74 )V 3% EMESREME(C"Current profileGRIEERA T OTOI71)) =B
« AP—BUXMSREIDZS TAPOFRRZHIBR
o APDIXTHEERR—S T, =Ry MR- hOE-JBIEEDFRRZIENN

Customer Engagement
« Proximity Zones (BH¥&E)

Wired/WAN Assurance
« Z1YFDEREIPAINDSTI>0-R
o ZMYFOVINITV7vITT L — REBFDFRRIEHRDILTT
o Z19F -5 —RI14 MROS-FRREFOFRTATDH R
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WPA3. OWEtEF+1)7/E—R

WPA-2

WPA-3

WEPEWPAZBEHR 316H(C2004FF TR FE

TFIIFADOLANIZ EFBIsHC20185F (YU -R

RCADHDDICAESZAEAL. TKIPOADDICCCMPZ £/

PERDOPSKZ EIFFEREEICB SR
WPA3/{—-VF)L-128Ey MNES1L
WPA3 Enterprise -192Ev MNES1t

AL —A-> 1 (BC)
CE : JYO7YSI—23>H)

FREEJL—A-> 2 (SAE -O3y b, #E:R)
(F : BHO7YSI—-23>H)

11wISHBRRRIEE B/ AT a0 BLUZE)

1iwldwa

KRACKKZEZZ(TI )

HIHADSAEF —SHZ(ERALT. KRACKORIRE(CI AL

A\ Marvis™

Security

Gateways
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£ Networ
ot Network

Radio Band
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«  WPA-3IZ. WiFiAlliancelc o THFEINIEF VT3R50
LTI, WPA-2¢LLEERUTEIZ A DOV O DOEERF1FT(Di=E
BFEROEBDTT

- OWE (Opportunistic Wireless Encryption) Z{#EH9 3. 532
SE/C 20— R2ERURCTH. IR MRV DBEEZIES
{EUTIREETEFT

« OWEI(Z. ZENHREIECT I DREZIRMIDIL(CLD. DS A
TJONTVI2y ~NI=0EDbEBVANIOTFIUT1ZIHUET

o INBOFLWEFIIFTHEEEZ(ERT (L& [WLANDFHH]R—
> ([RvbhD—=7]> [WLAN]> [WLAND:EIR] ) ([CFB#L. [t
FIVTAIRYIZAD[EDMBDAT 3> IIRF S ZEIRLET

. WPA-3/PSKIC(30.8U D T7— AVIPHBHETTY
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uniper
iness Use Only J.,.u.n,mu;nm L | 5



Simplified Operations

Juniper - |

Juniper Business Use Only arrvmnsafist A1 I

© 2021 Juniper Networks



RFF>JL—MNIETOAPET L ZIEN

« RRMESEIMERHITIRFT>IL—MetBpk I DESIHEIRT 2. {HH
AIEERINRTOWIFIAPET ILAEENDSSITRDFELUE

-] JON'S ORG [PRODUCTION] THU 0948 AM 2 O (3

e T BACFRRIL 7O TV REORRMERTEZABA S DI
[Organization]> [RFF>JL—RICZEEIL T, FiLLFT>TL—b

Information 5 GHz Settings Default Settings ~ - — B
Template Name Band Enablalld D:f;‘; — %4?52 Lj 356_ ( it(;ﬁ%ﬁ 0)7 >jol/_ h%’%ﬁ%bi?)
New RF Template1 ® Enabled O Disabled ii:‘;gs
Switches Country Channel Width AP21 - — —_ —_ =rur=a —_— “ N
. J Lo - w-—— o ZCT.TIAWRTT IANNKELERRESN TV ROYIFTIA
Radio Resource Management i:? o :l—%i/_\_j:Rb 353-
<7 Location 2.4 GHz Settings Default Settings ~ Power —_
|] Analytics Band Enabled ® uxomatic. O Set power b (-:0) IJZ |\b\‘5 E E,] ODA P:Ej_‘) L%L?RL/ ia—
gl @ Enabled O Disabled O Auto min (dBm) 8 max (dBm) | 17 JLr==
o Network Channel Width Channels ° *%Ekb\ }:Eéntb\éAP:ET) L@*E(L(j: %O)(—t%/j_\g_%iéo)
20 MHz ® Automatic O Set allowable channels \%
@ Organizal tion Preamble External Antenna Gain b /_J_\én ig-
Short = 0dBi ¥

Radio Resource Management
Power Dual Band Radio Settings AP43 and AP63 Only

® automatic O Set power
P Band

min (dBm) | 8 max (dBm) | 18 U Auto U 5GHz @ 24GHz
Channels
® Automatic O Set allowable channels

External Antenna Gain
0dBi ~

I
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)04 2T 0T74 )L R EHERBIEIC"Current profile(FAEEAROTOIPA ) %iE

Mist [MISTCSQA]MISTDFFICE THU 10:108M 2 QO (D

YR . e Profile e e FIAZTOTIANEIDE TE-SIUTRIEOTOTFAIBINEFT(C
A BINENE < DAPZEBRIEDT/NAZRTOT7 A IDEINE T
2, Clients Name Mesh %(ZEEE:}JL‘.\_C‘ gé J::)(C@Dibt'.

Temp Profile A
E] Access Points Enable mesh networking

« [FREOTOI7AIVIINEZRRT BICF, TNAXTOT7(IVD1D%

bt ress s : H = H
1 e #IRL ([Organization]> [7/\12J0J74)L]) [Applies
Eptjs::is%c-:-;::ilf:fhse Profile will inherit configuration from these Owanw [ «-a090 TO]tO :/3 >0) [ACCG SS POI ntS] U \/7%0 U\yqbig-

i Templates (if the AP is in a site to which the template applies]
-{] Location P ( L pelies) O MTU default

v | _ . T-AIHEREN. APLZDREDT NAZTOT7ANEIDHE TOY

use their configuration Ethernet Propemes

oty Network POE Passthrough X F%EE l:l:l.u\t g ig_

O Enable @ Disable
@ Organization

Ethernet Port Configurations
O Enable @ Disable

Eth1
® Fnable interface O Disable interface

APs Included in the Profile x
Profile applies to 2 of 17 APs show @ AllAPs O APs in the profile
(Entire Org) « | AllModels ¥ | Search by name or MACQ 1-17 of 17
O B 5c:5b:35:0e:b7:c2 - 5c:5b:35:0e:b7:c2 AP41 QA Site
O @ 5c:5b:35:0e:c4:79 RR-profile1 5c:5b:35:0e:cd:79  AP41 Jonathan's Site
O B 5c:5b:35:50:02:58 - 5c:5b:35:50:02:58  AP43E  Lagawvulin/EX400
O B 5c:5b:35:cf:28:db - 5c:5b:35:cf:28:db AP41 Bangalore_QA_Site
O B Closet - d4:20:b0:86:00:c7  AP12 Mist Office HQ
O B ps-Office - 5c:5b:35:52:beee  AP43 Mist Office HQ
-Jonj 0 Temp Profile 5c:5b:35:0e:02:b7  AP41 ‘Wired Assurance
-Joanome Temp Profile 5c:5h:35:3e:eh:5f AP41 ‘Wired Assurance
) O3 Living-Room - 5c:5h:35:2e:21:16  AP41 Mist Office HQ Junlper =
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AP—ESZ

Mist

Monitar

oow Marvis™

22 clients

[*] Access Paints
Switches
Gateways
Location

uIII|] Analytics

DDD Network

@ organization

2DSI TAPORRZHIBR

LIVE DEMO

Access Points

Filter Q

status
B No ethernet link
B Connected
B connected
B Connected
B Connected
B Connected
B Connected
B connected
B Connected
B Connected

B Connected

Ooo0o0o0o0oooooo oo

B Connected

Live Demo =
12 11 1
AccessPaints  Wireless Clients  AR21

Name R

5c:5b:35:1e:bf:9f
LD_EBC
LD_GPS_AP
LD_IDF_B_AP
LD_JSW_AP
LD_Kitchen
LD_Kitchen-2
LD_Marvis
LD_MCB_AP
LD_RS_Support
LD_Sales_area

LD_Testbed_MD

1 9

AP32 AP41

Inventory

1

AP43

52% 1nn!s PITY version Compliance

MAC Address Version site

5¢:5b:35:1e:bf:9f Live Demo

5¢5b:35:0e:3cf5  0.9.22325 Live Demo

5¢:5b:35:2f:5%:7d  0.8.21602 Live Demo

5c5b:35:3eideca 0.8.21602 Live Demo

d4:20:00:01:46:72  0.8.21602 Live Demo

5¢:5b:35:0e:06:6d  0.8.21602 Live Demo

d4:20:00:80:ef.01  0.8.21602 Live Demo

5¢:5b:35:0e:45:82  0.8.21602 Live Demo

5¢:5b:35:2:57:89  0.8.21602 Live Demo

5¢5b:35:2f:5c:5¢  0.8.21602  Live Demo

5¢:5b:35:50:03:cf  0.8.21602 Live Demo

5c5b:35:8ei6fiea  0.8.21602 Live Demo

IP Address

192.168.2.72

192.168.2.63

192.168.2.142

192.168.2.104

192.168.2.97

192.168.2.62

192.168.2.102

192.168.2.105

192.168.2.103

192.168.2.96

192.168.2.101

External IP Address

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

99.0.86.164

Inventory Page

THU, 10:16 AM

Create Wireless Networks

No. Clients.

2.4GHz Clients

o

0

o 0

ClaimAPs | = O

1-120f 12

5GHzClients U

]

0

1¢

21

1€

18

21

1€

18

1¢

18

1€

© 2021 Juniper Networks
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R—=JTFEBD“Assign Aps to the site from thelnventory
page”&LausINS, REIDETOAPZEIRL. 14 NMIEIDHTS
CENTSET
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APDARLHE

Mist
@) Monitor

oo Marvis™

,r‘%"\ Clients

E] Access Points

Switches
Gateways

"h'? Location

ool] Analytics

a

oo Network

@ Organization

= o
=\ —

STA—HYRyNh—

hOE—3@1{E

LIVE DEMO

<

Name

LD _GPS_AP

Labels

+

Site Assignment

Live Demao h

Device Profile
None ~

See Device Profiles for profile settings

Notes

Add Notes

WLANs

ssID Band Source

s Points : LD_G PS_AP

IP Address
® pHeP O static

Owano [ | (1-4094

O MIU default

Mesh

[J Enable mesh networking

Ethernet Properties

PoE Passthrough
O Enable @ Disable

Ethernet Port Configurations
O Enable @ Disable

EthD
full duplex, 1000 mbps, 0 (errors), 119.7 MB
(bytes), 318.2 k (packets), 53.7 k (peak bps)

V..

Eth1

@® Enable interface O Disable interface
na link

Module

® Enable interface O Disable interface

THU 10:22AM 2, Q)

Locate Utilities * Save Cancel []

2.4 GHz Configuration

See Radio Management for site settings

Enable
Channel Width

Channel

Power

2.4 GHz Statistics
No. Clients
Channel Width
Channel
Power
BSSID
Total Bytes
RX Bytes
TX Bytes
Total Packets
RX Packets
TX Packets

5 GHz Configuration

Use site setting -
Use site setting
Use site setting

o

Use site setting

5dBm
5c:5b:35:2b:50:30 - 3f
0B

0B

0B

0

0

0

See Radio Management for site settings

Live_demo_o.. 24/5  Template: Li no link
Enable = Usesite setting -
Guest_Live D... 5 Template: Liv...
-7 i Channel Width ~ Use site setting
Live_demo_d.. 5 Template: Liv... Channel =~ Use site setting
use
Mist T 5 Temaolate: ||

&

© 2021 Juniper Networks
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Proximity Zones (BH#sE

«  Proximity Zonetgez{ERI 3L, APORDDB W) Tran
2I)72BBNICY —2EUTCERTEERS

«  COProximity ZoneZ{EHI 3L, YT ETAPIELDISA 7> Me
BHES(CE DI, APICEDTOccupancy AnalyticsD 547> NEE
T—A%ZUNEL . WebhookZ{# L TProximity ZoneDRBai5/#&
TARINZDHTEET

Add VBeacon Add Beacon Add Location Zone | Add Proximity Zone

« YA MNIProximity ZoneZzixE I 3(C(d

‘“ 1. [Location]> [Live View]Ic#2&hL. LEBICEHB[Beacon

: ‘ and Zones]WF>zEIRULET

= 2. Add Proximity ZoneZ:#ERUF T

Tomalla | ] _ 3. BRICHSILNRRENFT . IIT. Proximity ZoneZ{Fhk

= FBAPZIEIRUE Y, RIUY - —TDO—EBERZELD

APEEIRTEFT

- 4. V-20&a1%ZRTEL. Y —OEBEIEEVE T, T IAINT
= (. EEE#(E6mM (-70dBm) (CERXESNTVET, 5t 1 UEEA.
[ — [1ERK 209 %L, EIRUIEAPDOProximity Zoneh\s&iE
= ® ENFY
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Proximity Zones (BH&EE

Webhooks
Enable
MName

5512

URL

https://devb4029.service-now.com/api/492865/testmistwebhook

Secret

Streaming APl

O Location Coordinates

O zane Entry/Exit Events

[ virtual Beacon Entry/Exit Events

[ Raw Data for Assets - RSSI & Payload
Alerts

Device Events

Proximity Zones

2021 Juniper Networks

«  Proximity ZoneDRINTDT7I71ET4(CEFT D Webhook7’5—k
ZBS 9 B(C(&. Webhooks%iE T[Proximity Zones]|FIv/Jikws
AzBMCLTLIZEL(Organization > Site Configuration >
Select a Site > Webhooks)
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AAYFOEE I DHF >0~ R

i e |0 AAYFRERETERNT AL TV O RIDHAERICOUNT, 57

>0—RRF>0D&FT%I Download Junos config ICEEULEL

Send Switch Log to Mist

R LR « A 0-RUERTFARIZAIUCH. <switch_hostname> -
;8 @ 68 ;o 1 e config. Xt WSHZR TIERDZFIMIIIBNEFT

. « Switches > Select a switch > Utilities ROYISY > T

O Y s v [Download Junos config]hy>z1EIRLFT
liance LOCATION not on floorplan IP ADDRESS 192.168.9.140

MAC ADDRESS 18:2a:d3:56:2¢:62 MIST APS 2

Front Panel Port List

SFP+ Uplink

MODEL EX3400-48P WIRELESS CLIENTS 2
VERSION 20.4R1-51.2 TOTAL POWER DRAW 3240W
SWITCH PHOTOS UPTIME 18d 8h 44m
LAST SEEN 11:13:45 PM, Jun 2

Switch Configuration

Configuration is Managed by Mist

INFO PORT CONFIGURATION RADIUS
Name Override Site/Template Settings

Port Profile Assignment
% Site, Template, or System defined Authentication Servers

Id-cup-idf-a-sw2

) Juniper 4t
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AAYFOYI NI 77T L — R OZRIRIBIRDILTE

Switch Events 27 Total 21 Good 1 Neutra | 5Bad All event Types v All switc h ports v
—
Config Failed
Config Changed by Text Upload failed. Cloud connectivity lost during upgrade, please re-try upgrade
User
Reason OC FWUPDATE UPLOADFAILED
Reconfigured

Upgrade Failed

STP Topology

Changed

Port Up ge-0/0/0
Port Down ge-0/0/0

Upgraded by User

Configured

© 2021 Juniper Networks
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CNBDRAAYFANRY NeFRRT B AMYF DA HA M-S
#)U£9 (Monitor > Service Levels > Insights Tab >
Select Switch)

[Switch Events]t2923a> T, 7y L — RICKBUTEANRY MetERR
T3F9
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AAYF 5= hI14 MROD - R REFORTRAT O R

MIST CSQA

Switches Primary Site « List Topology  Location

Search Q || inventol ry || Claim Switches | ¢

- MROZE1-EF A PTEITENTVST —NIIA . R1YF BIUE
DALDT)NA ZDUZAPDIOENELIT T4 hIVE1-ZITRHUET

o« RAYFET—NITADTATICH—- YN EEDESRE . SHENEINET

[Elcsoa 4300 MM

<+>18:20:03:55:af 2¢ én ia—

O Primary site (#) csqats00 {+»182a:03:56:2d:04

. Z4vFNROST. LAGUIEHIN R RENBESIRNELT

« T=RIIAMROZT, = RIIA([Ch-YI 2 EDRILEEICSTPIRE
MR TE D LI(TIEDFUIZ

il|
ng

N

Mlsrcsq.l
n Gateways Site 1 = List  Topology

uuuuu

(Orsitet23 {+) mistcsga-srx300 2300-ex12p

RSe[| v
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