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1. [Organization] 5 [Site Configuration] % 2. XRERD Site ZEIRLET
EIRULET

ﬂ LIVE DEMO ’ LIVE DEMO
l\/’] on |tO [* | Wireless | Wired | WAN : Live-Demo ~ Today - S iteg

e}
2} ciients
E] Access Points Name # Country RF Template Time Zone
Live-Demao United States - America/Los_Angeles
Switches
1 Cj i a1 o _— A .— o] F.
Administrators Applications Campus Fabric Device Profiles Primary Site United States America/Los_Angeles
+) s .
\L) WAN Edge Site_00 Japan - Asia/Tokyo

Audit Logs Application Policy Switch Templates Labels
ﬁ? Location Inventory Hub Profiles RF Templates
Mobile SDK Network Topology WLAN Templates
|:||]|:| Analytics
Settings Networks
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=l Site Configuration WAN Edge Templates
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3. tFa1UT1DE%TE(XI Security Configuration I TITWET

Security Configuration

Detect Rogue and NeighDOr APS e m mm e m e - - - - _>

Neighbor RSSI Threshold | -80
Neighbor Time Threshold 10 mins

Detect HONEYPOL APS o s e e s s e o e s s s e s s o o o o g o s .}

Approved 551Ds

Approved BSSIDs

AUto-Prevent ClIents  mm mm mm mm mm mm - = - = = —— -> ¢

Prevent association for clients having at least | 4

auth failures within a time period of | 60 seconds
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1. ANIE AP ZF/R9B(C(3. [Site] 15 [Security]
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3rd Party Tunnels Secure WAN Edge IDP/URL Events
Labels
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Policy

Pre-shared Keys

Radio Management

Security

WLANS

2. XHRERD Site TEIRLFT

' LIVE DEMO
Security

551D

Juniper Business Use Only

Live-Demo =

AFs Approved A

Threats Meighbor

Type

BSSID Band

Juniker

seiven vy Mist AT

6



AIE AP DHEER

3. [Threats] @ [List] #7 (@04 AP . ZT-=J4>% AP . J\Z—Rwh AP ZURNKRRCHERTEET

S ecy rlty Live-Demo 1 Hr m Generate PCl Report View Client Classification

Threats | Neighbor APs  Approved APs List | Location

ssiD A Type No. of L|St 97\_@(11@& énEZ:IE@ AP Seen By Nearest AP Location Action

Guest Wi-Fi spoofs | - BUAREK R CHEERIBCENTEET | 14 LD_Kitchen 01 - Office
Guest Wi-Fi Spoofs | -- d4: 5GHz 36 -38.0dBm  1APs LD_JSW 01 - Office
JS-LOCAL Rogue 0 5c 5GHz 157 -57.0 dBm 1 APs LD _Kitchen-2 01 - Office E
JS-LOCAL Rogue | 1 d4: 5GHz 108 -55.0dBm 1 APs LD_Kitchen-2 01 - Office E
Live_demo_do_not_remove Spoofs | -- d4: 5GHz 48 -41.8 dBm 1 APs LD_Kitchen 01 - Office
Live_demo_do_not_remove Spoofs | -- d4: 5GHz 52 -37.0dBm 1 APs LD_Jsw 01 - Office
Live_demo_only Spoofs | -- d4. 5GHz 48 -42.0 dBm 1 APs LD Kitchen 01 - Office
Live_demo_only Spoofs | -- d4: 5GHz 52 -37.0dBm 1 APs LD_Jsw 01 - Office
Mist_loT Spoofs | -- d4: 5GHz 48 -42.0 dBm 1 APs LD_Kitchen 01 - Office
Mist_loT Spoofs | -- d4: 5GHz 36 -38.0dBm 1 APs LD_Jsw 01 - Office
Rivendell-NAC Rogue | 3 d4: 5GHz 108 -54.0dBm  1APs LD_RS_Support 01 - Office E

JUniper = | 7
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4. [Threats] @ [Location] #7T&O0—-4 AP . RT—-J4>% AP . J\Z—Ryb AP 2J07~XvT F THERTEET

Securi ty Live-Demo = THr m Generate PCI Report | | View Client Classification

Threats §neighbor APs  Approved APs List | Location
o . -
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5. [Neighbor APs] @ [List] 77 T(& #1/\— AP ZUANRRCHEERTEET

Security

Threats | Neighbor APs

SSID
IIDNR
IIDNR
11-1

11-1

11-2
11-2
-3
-3
-3
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Live-Demo

Approved APs

1 Hr m Generate PCl Report

Location

BS LISt 97\_6(j:$ﬁllj:ll ént—_*’f} (‘_ AP Seen By Nearest AP
il ZVDARKRIRCHESR T BCENTEFT | oaee LD_Friday

d4a: 2.4GHz 1 -37.7dBm 5 APs LD_Friday

d4: 5GHz 60 -41.7 dBm 7 APs LD_Testbed_MD
d4: 2.4GHz 1 -40.8 dBm 6 APs LD_Testbed_MD
ac: 5GHz 149 -44.7 dBm 6 APs LD_Testbed _MD
ac: 2.4GHz 1 -40.9 dBm 8 APs LD_Testbed _MD
5c:. 2.4GHz 1 -41.2 dBm 5 APs LD_Testbed_MD
d4: 5GHz 60 -41.6 dBm 7 APs LD_Testbed_MD
d4: 2.4GHz 1 -40.4 dBm 6 APs LD_Testbed_MD
5c:. 5GHz 60 -48.9 dBm 4 APs LD_Testbed_MD

Juniper Business Use Only

View Client Classification

Location

01 - Office
01 - Office
01 - Office

01 - Office

01 - Office

01 - Office
01 - Office
01 - Office
01 - Office

01 - Office
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6. [Neighbor APs] @ [Location] #JTld &M/\— AP 2J07XvT F CHERTEE T

Secu l’lty Live-Demo 1 Hr m Generate PCl Report View Client Classification

Threats | Neighbor APs§ Approved APs List | Location

Location #JTZJ07~XvT LD - .
AP DN EZMESRI BCENTEFT

100 @ Neighbor APs

i EP_a‘ [
50 6 =—y
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7. [Approved APs] TI3HERINIC AP ZMEER TEEXT

S e C u rlty Live-Demo + 1 Hr m Generate PC| Report View Client Classification

Threats Neighbor APs | Approved APs

Name No. of Clients Mac Address
LD_IDF_B_AP 0 5c
LD_Marvis 0 d4:
Connected_to_3rd_party Switch 0 5c
LD_JSW 0 d4:
LD_RS_Support 5 5¢c
LD_MCB_AP 7 ac:
Simulated AP-1 0 5c:
LD _Collin's AP 7 d4:
LD_Kitchen 0 d4:
LD _Testbed_MD 5 5c

junperas |
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